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INTERNATIONAL EDITION 


Create a Complete Satellite 
System At Every TV 


with Remote Sensors by Arunta Satellite 


InterCeptor Ill 


The “World Class” U.S.-made Interceptor III Satellite Terminal is 
a fully programmable C/Ku band Receiver, Stereo Processor and 
Actuator. 

The Interceptor III's extensive list of features includes: “Total 
Menu-Driven On-Screen Graphics” allowing full system con- 
trol from any TV set via a remote sensor. “True Dual Band 
Performance,” “63 User Selectable Channels Per Satellite 
with 1000 Channel Memory” for automatic selection of all C 
and Ku channels as well as all of the audio sub-carriers, “Timed 
Programming” for planning future viewing or taping, “Paren- 
tal Lockout,” “Video Bandwidth Adjustment,” “T.|. Filter- 
ing,” and every function and feature of the system is controlled 
automatically from your armchair with an easy to use keypad. 

Although the Interceptor 
was introduced in 1984, its 
unique plug-in upgrade design 
has kept it above the pack 
today, and will keep it that 
way tomorrow and the day 
after. 

Arunta’s U.S.-made_Inter- 
ceptor Ill is the only way to 3111 E. Thomas Ra. 
enjoy the total universe of | Phoenix, AZ 85060 
satellite entertainment, and (602) 956-7042 
our remote sensors can pro- _—‘/elex #466323 (Aruntat) 
vide it to every TV in your 
home. 
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TOP OF THE MONTH 


DESCRAMBLING SUMMIT. 
What really happened on Provo 
between January 14th and 22nd? 
We were there and so were 
approximately 250 others. A sig- 
nificant portion of this issue is 
devoted to what was said, who 
said it, and why. 

RUMORS related to the Sum- 
mit spread like wildfire; “People 
were arrested and strip searched’ 
went one. Another reversed the 
sequence, ie. “People were strip 
searched and arrested”. Sorry... 
not true, although perhaps some 
of those attending might have 
‘enjoyed being strip searched. 

NEW VOCABULARY words 
sprang out of the Summit; words 
like ‘ZITS’ and ‘Zombie’ and 
‘zonked. Phrases like ‘The Black 
Hole’ were also coined, or re 
coined for special meaning. 
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MY VIEW/ Peter C. Sutro, Associate Editor................ 


* {| OUR COVER/ 16 foot spun 
j aluminumdish from DH Satellite 
may be the largest spun dish 
ever created for Ku band opera- 
tion. Peter Sutro reports on the 
evolution of higher gain Ku band 
dishes in this issue. 
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STOP-PRESS 


Late News At Deadline=fyve=-si 


STAR WARS are here; GI attack- 
ed VC2000 owners by individual ID 
#s, blocks warning viewers with 
inboard message-text capability 
"Do Not Cheat! and offering 'Am- 
nesty Program! to those who tu- 
rned themselves in. Viewers with 
musketeer boxes were asked to re- 
TU UnitSaROmtta ClO lmVennOh mmo, teh l= 
cation. 

STAND ALONE Videocipher? What 
you see, to right, was proto-type 
circuit board package displayed 
privately during Summit confer- 
ence by one attendee. He could not demonstrate unit working and many 
attending felt stand-alone board/descrambler would never happen. Pri- 
mary design difficulties remaining to be sorted out involve U2/U3/U4 
devices according to knowledgeable designers. 

CHEMISTRY LESSON. I+ has nothing to do with descramblers or sate- 
|lites, of course, but way back in the |IIth grade you missed one day 
of 'Chemistry Class'. You teacher has asked us to provide you with a 
synopsis of what you missed that day. 

On that day, he taught: 

"There are no epoxys that cannot be attacked. Methylene Chloride 

is a very powerful solvent. It is the basis for most of the high 

quality paint removers (ie. ‘Airplane Paint Remover', a commer- 
cial material sold in a blue can with a drawing of an airplane 

on. ith about S1l5)!. lt iMet ism potined™ lithos a ssmarll Preset Vonttemnio ism 

ed by wax or “glue'. and sswifkledyaround@with a "“O-Tip', IT whit e- 

ventually turn epoxy in the bottom of the reservoir into a jell; 

the..epoxy  wilhk.'peel oft! what i+ coatea, (fear small glass. jars 
modified to allow a epoxy coated device to fit down inside of the 
jar filled with 'MC', in 15-30 minutes time the epoxy will become 

jell-like and 'peel-off' the device. Methylene Chloride will e- 

vaporate rapidly and mixing it with CAB-O-SIL-M5 will place a fi- 

Im over the top of the 'MC! slowing down evaporative-loss. Meth- 

ylene Chloride is highly toxic and fumes should not be breathed. 

Some people will develop skin redness on contact, others require 

prolonged skin exposure; wear rubber gloves when handling." 

And now your IIth grade Chemistry teacher returns you to the satell- 
ite TV business. 

PRIME-TIME 24/ Satellite Broadcasting Networks began test scramblI- 
ing 2/17 oner2R feeds for ABC, CBS, and NBCt ABE has hauled PT24 into 
federal court hoping to shut-down service. 
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@ DBS IN THE Japanese Mold 


OVERlooked? 


In the rush to write off the new SBCA (the result of 
merging SPACE with DBSA), we may have overlooked 
one critical-to-success component part; B-MAC. Or 
more specifically, the S/A B-MAC transmission/scram- 
bling system. | now bring this element to your attention. 

Back in March of 1986, a group called the Advanced 
Television Systems Committee, searching for the per- 
fect television transmission system of the 1990’s and 
beyond selected the (S/A) B- MAC (multiplexed analog 
component) system over all others. This all stemmed 
from the slow recognition that our American 525 line 
(NTSC) television system is woefully out of date in light 
of newly emerging technologies. Higher definition, as 
in better quality, television is as near as a tour card to 
the nearest Japanese engineering lab. 1,000 plus line 
systems are all over, in engineering form, and many of 
these are now being heavily pushed as the “next stan- 
dard”; after NTSC. 

After the ATSC approved B-MAC, another group did 
the same thing, the DBSA. That's the same DBSA as 
merged with SPACE this past fall So when DBSA 
became a trade association partner with SPACE, they 
brought with them a predetermination that when there 
are finally 11/12 GHz DBS birds, those birds would 
distribute television programming using one single 
standard; B-MAC. 

There was an attempt, by DBSA and others, to have 
the (S/A) B-MAC system declared ‘the standard sys- 
tem’, by the FCC, this past year. Wisely the FCC passed 
on this bureaucratic opportunity and instead decided 
that any standard anyone wished to use for transmit- 
ting DBS was fine with them; essentially the same FCC 
approach as was taken to introduce ‘AM stereo’ some 
years ago. 

So we have a ‘defacto scrambling standard, originated 
by M/A-Com and purchased by GI and we have aDBSA/ 
SBCA standard, brought to North America from the UK 
where it originated, by S/A. The cable people, and those 
of us trying to seek out a living at C band are at least 
temporarily wed to the defacto M/A-Com created '‘stan- 
dard’. The DBSA/SBCA/SPACE group seems equally 
wed to the proliferation of the (S/A) B-MAC ‘standard’. 

All of the signs we see point at the slow starving out of 
C band direct services to be replaced by Ku band direct 
services orchestrated by firms such as RCA and Hughes. 
One. might suspect that as we learn more about ‘their 


plans’ for our home dish customers, we will begin tosee 
more and more discussion concerning the ‘inevitable 
use of B-MAC’ as the transmission ‘standard’. 

A brief background. M/A-Com tried their best to con- 
vince us that their Videocipher system would actually 
improve the video and audio quality of satellite trans- 
missions; marginal signals would become better with 
Videocipher scrambling than they would be without 
Videocipher scrambling (ie. unscrambled). Those engi- 
neering arguments were made back in 1983 when the 
proposed Videocipher system was to be Videocipher 
‘1’, not the present ‘2’ system. As we have gained prac- 
tical experience with Videocipher‘2’ we have seen that 
there is typically some degradation of the video with 
Videocipher, even when signals are well above thres- 
hold but in particular when the signals are at or below 
threshold. To the best of my research, no responsible 
engineering study has been done on this phenomenon. 
If the video suffers (ie. is degraded) with at-and-below 
threshold levels, the audio often becomes a ‘basket 
case’; digital audio is recovered in bits and bytes rather 
than as a steady stream and noise gets in the way of 
(and eliminates) randomly spaced bits and bytes. The 
result is popping audio that comes and goes with aloud 
‘thunk. 

B-MAC has the technical ability to produce higher 
definition video than we are accustomed to watching. It 
would be an untruth to call B- MAC video ‘high fidelity or 
‘high definition’ television, but it is capable if properly 
configured of being measurably (and view- ably) better 
than our standard 525 line NTSC video. B- MAC audiois 
essentially the same digital audio we have with Video- 
cipher, so whatever failing we are finding with Video- 
cipher digital popping and thunking we would also find 
with B-MAC. 

The truth is that neither Videocipher nor B-MAC offers 
asignificantly better video picture than NTSC. Video- 
cipher may be judged to be slightly worse than stan- 
dard NTSC; B-MAC can be judged to be slightly better. 
If the signal is really strong (well above threshold), 
either one with digital audio can be significantly better 
thanstandard analog audio. But audiocleanliness is far 
harder to measure, appreciate, or “sell” than cleaner 
video. Only a small handful of people truly appreciate 
cleaner audio. Almost everyone appreciates cleaner 
video. The same crowd that appreciates cleaner video 
would also appreciate higher definition video. 

Higher definition(more lines per picture) video comes 
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only at an expense; more bandwidth. The present 4.5 
MHz baseband NTSC video can only cram so much 
information into a standard TV channel. You run out of 
space for more information, and therefore an increase 
in video definition, when you run out of bandwidth to 
place the additional information. This same trap from 
terrestrial television followed us to America (and 
worldwide) satellite television; it takes 36 MHz of satel- 
lite space to process the same information we process 
on earth in6 MHz of terrestrial space. And while there 
are some ‘compression’ schemes around that jam extra 
lines of video into a fixed space, such techniques are 
probably not viable for a worldwide video distribution 
network. 

Enter the FCC. The same FCC that was asked this last 
year to sanction the establishment of the (S/A) B-MAC 
system as a‘DBS standard for 11/12 GHz direct broad- 
casts. Recently the FCC was entertained by a group of 
traveling demonstrations originating in Japan. The 
FCC, upon request from several powerful broadcaster 
groups (National Association of Broadcasters, the 
Association of Maximum Service Telecasters el al) 
authorized a Washington demonstration of a com- 
posite Japanese 1,125 line transmission system. The 
system used a pair of standard UHF TV channels (58 
and 59) inthe DC metro area to show off the difference 
between standard 525 line television and 1,125 line 
high definition television (HDTV). 

Japan plans to launch a satellite in 1990-91 which will 
bring HDTV to all of Japan’s homes. They are doing this 
parallel to leaving their present American-like 525 line 
system in operation via terrestrial TV. Japan will have 
new television sets, capable of processing HDTV signals, 
on sale in Japan in time forthe launch of their new DBS- 
HDTV satellite. 

Quite a few American interests like that plan. Let's see 
who might like this and why: 

1) ProjectionTVs and VCRs aside, the TV boom is about 
over. Those who make and sell TV receiving equip- 
ment (sets) would like to start it all over again. One 
way to restart home electronics sales, and put profit 
back into the sales, is to create a new standard for 
TV. In a much bigger way four decades later, this is 
FM coming in on top of AM all over again. 

2) TV networks are sliding; it is getting more and more 
difficult to make a buck and costs have gone clear 
out of sight. The networks would like to restart where 
they are once again in control, as they were back in 
the60’s and70’s. New programming, aimed atanew 
HDTV market, delivered direct via satellite would 
start them all over again. 

3) Local TV broadcast stations are making money so 
fast they have to bury it in helicopters and Ku band 
transportables and sixteen color digitized radar for 
weather reporting. But they are threatened by the 
onrush of cable and satellites. Suppose there was 
some way for them to stick all of those spare millions 
each year into their future rather than their present? 

4) Cable programmers are being sucked into the cable 
MSO camps; Ted Turner just raised $550,000,000 
from the cable MSOs by agreeing to sell off 30% of 
his WTBS holdings (that leaves him with a paltry 
51%). Out of all of these big buck transactions, some- 
body besides Mr. ‘T is going to have to eventually 
realize some profits. As cable runs out of places to 


wire, they have to look for new places to stick their il- 
gotten billions each year. 

Now a news item. 

The FCC has decided to see how much interest there 
might be in taking a portion of the Ku band assignment 
(say 12.2 to 12.7 GHz) and turning it into a new type of 
“nonterrestrial TV broadcast band’ Here is their 
suggestion. 

1) First they offer every existing commercial TV station 
the opportunity to have its own ‘satellite channel in 
space. All channels would be ‘double wide’ in 
bandwidth so that they could accommodate high 
definition television (HDTV). 

2) Next they offer a broadcaster serving say the Mem- 
phis market the opportunity to have a spot beam 
from space on Ku band to cover more or less the 
same market he now serves; except of course itis an 
HDTV service rather than an NTSC service. 

3) By using multiple-multiple spot beams and zones, 
one satellite or a parking lot filled with satellites 
would sit out there spewing out the local program- 
ming from Dallas and Denver and Detroit and Duluth 
in glorious HDTV. The same satellite frequency used 
in Duluth could also be used in Dallas because with 
tight, spot beams nobody would get in the way of 
anybody else. 

Naturally this suggests an entire, new generation of 
relatively sophisticated satellites. These satellites 
would concentrate individual footprints into very small 
areas and because of this beam focusing the same 
downlink frequency might be used and reused several 
dozen times across the USA If such a satellite sounds 
expensive, remember that recently a single VHF tele- 
vision station serving New York City sold on the market 
for more than $500,000,000. Even given the price of 
today’s satellites, launched into space, you could buy 
and operate a couple of 24 channel standard C band 
birds for what that single TV station sold for. 

Clearly the FCC is thinking ahead; perhaps out of 
character but impressive none the less. The TV broad- 
casters have so much money at their disposal, they and 
they alone are in a position to bring off such a dramatic 
change in American television. 

By granting ‘HDTV licenses to local TV stations, a not 
insignificant number of the wealthy, local stations could 
become satellite broadcasters. Just as the FCC allowed 
early operators of FM stations to co-own a local AM sta- 
tion, as sort of a subsidy to getting the FM going, so too 
would the FCC allow existing VHF and UHF terrestrial 
telecasters to operate in HDTV from space for perhaps 
a decade or more. Perhaps down the road, they would 
either close down VHF and UHF and Give it back to two- 
way radio (a group clamoring for more frequencies) or 
simply allow it to become the kind of ‘secondary ser- 
vice’ that AM radio is today to FM radio. 

This is one of those ‘everyone wins... hardly anyone 
loses’ plans. The existing, politically entrenched broad- 
casters get a piece of the sky. They get a place to sink 
their millions in excess profits for the next decade or so. 
TheAmerican public gets a shot at HDTV, the Japanese 
get atremendous shot at a huge, new market for receiv- 
ing hardware, the satellite makers get to crank up for 
advanced new birds and on and on. 


Coop/ continues on page 32 
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‘,.. THEY CAN HAVE IT. 


Michael Fuchs, CEO for HBO and often the object 
of unkind remarks from within the home dish 
industry is reported to have offered during his tes- 
timony before the U.S. Senate this past July “If 
they can break it (Videociphen, they can have 
it”. Several claim to have the alleged offhanded 
remark of Fuchs on videotape. Some of those 
making that claim insist that Fuchs ‘sworn tes- 
timony before the Senate, containing this remark, 
is legally binding upon HBO. We doubt that. 

Certainly the emotions of those who believe 
Videocipher was invincible and those who believe 
it could, would or had been broken run deeply. 
There are several definitions of “breaking” Video- 
cipher. Does a Musketeer chip, so named because 
its use allows someone who has paid for a single 
service to access additional services that have 
not been paid for (“One for all, all for one”) really 
break Videocipher? It really depends upon the 
reaction ability of the GI uplink data stream writers 
and controllers. If they have software routines 
which are capable of defeating or interfering with 
the Musketeer chip, then at best the Musketeer 
chip is a temporary crack in Videocipher. 

Does aclone chip(so named because it allows a 
unit paying for one or more services to share that 
authorization with additional units that do not pay 
for the service) really break Videocipher? Again, 
are there software routines available to the uplink 
controllers which allow the cloned units to be 
turned off? Some think that answer is yes; that 
within microprocessor U7 there are two separate 
locations where the individual unit's ID or author- 
ization code is kept in memory. If the cloning 
process rewrites only one of those location ID 
numbers, and the individual Videocipher retains 
its original ID in the second(secure) location, could 
not the data stream ask the unit to ‘compare’ the 
two numbers? And if the comparison found the 
two numbers were different, could not the system 
then be instructed to ‘shut down’ the Videocipher? 
Time would tell. 

The Musketeer chips had been thrown acurvein 
mid-December, a black ‘hole’, originating as a 
black-out-window on the video by command from 
the on-screen text portion of Videocipher. The 
programmers or uplinkers had obtained one of 
the early Musketeer chips offered in the market- 
place and figured out a quick countermeasure. 
The software hackers and Videocipher hackers 


IF THEY CAN 


BREAK IT... 


had responded, within days, by creating a techni- 
que for eliminating the black-hole window. The 
‘hole’ was still being ‘keyed on’ a month or more 
after it started, but the majority of those acquiring 
X-ACT or IDS chips were able to cope with the 
approach because the X-ACT and IDS software 
writers had produced their own counter-counter 
measure. Was that the ‘end’ of the Gl ‘bag of 
tricks’? Unlikely. 

Later in the waning days of January, those with 
cloned chips and clone Videociphers were find- 
ing a new response from GI, boxes were losing 
their audio but retaining their video. A vigorous 
data stream, transmitted by the uplink control over 
the weekend of January 24-25, was apparently 
readdressing each and every box that was turned 
on during the month of December. This data stream, 
some hypothecated, was coming from the normal 
HBO and Cinemax authorization computer(s) since 
simultaneously HBO and Cinemax shut down any 
new customer authorizations for the same week- 
end. The data stream did turn off some of the 
clone-authorized boxes leading to speculation 
about the system being employed. The deduc- 
tion, after analysis; the data stream was asking 
each clone box to ‘check’ its own authorization 
number between the two U7 suspected locations. 
Those that did not match lost audio on all ser- 
vices. Can you read lips? 

So had Videocipher been broken? It was sug- 
gested that “If it is not broken, it is badly bent...” 
Perhaps, but as we shall see in this full report, 
everything you see is not as it seems. 


NOTE: All of the material in the Summit report should be 
considered as an extension of Coop’s Satellite Comment. 


—— 
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DID They Want To? 


Ron Putnam, Gl’s security director, offered to 
Coop on January 9th“We have been approached 
by numerous people who offered to‘sell us’ tech- 
nology which they claimed would‘close the holes’ 
in Videocipher. We declined each offer’. Stories 
that this group or that group, this person or that 
person had offered to GI their‘secrets’ for figures 
varying upward into the six-number region pro- 
liferated on the street. The logic should have 
been inescapable. 

1) The system had some software holes, 

2) Some people had figured out those holes, 

3) GI could close those holes if they had informa- 
tion, and... 

4) Therefore GI should be in the market for infor- 
mation. For a price. 

Verifying who was offering GI information, what 
information and for what price, has been difficult. 
In addition to Putnam's statement, we found one 
significant, verifiable report on such an activity. 

The time is mid-October. A group spread through- 
out the southwest has been sitting on the 
‘musketeer technology since September, or so 
they claimed. They had the software technology, 
but outside of a group of perhaps a dozen or so, it 
had not been distributed to anyone. They were 
not yet in the musketeer chip business. Their 
reasons were multiple. 

First, they were concerned about the law. Second, 
they were harboring the misguided belief that 
they and they alone had the data and it would stay 
‘secure’ within the group until they were ready to 
release chips. Third, at least some in the group 
believed the software information could be used 
as a ‘bargaining chip’ to ‘force’ cable program- 
mers to the discussion table. Finally, there was a 
concern that with a Videocipher ‘universe’ of 
perhaps 50,000 in place, the ‘marketplace’ for 
musketeer chips was not large enough to support 
the musketeer operation. 

The original musketeer group was monitoring, 
closely, the reported progress of others. The 
underground was abuzz with reports of this or 
that discovery but at the time none of the tech- 
niques reported seemed to be in the ‘all for one/ 
one for all region. There came an opportunity for 
asingle, one-time shot at reaching GI. But how to 
do it? 

It allcame to a head around the 24th of October. 
Avery prominent individual in the cable television 
industry, actually a founding pioneer of the busi- 
ness, had a potential business investment interest 
in the TVRO industry. He was talking, routinely, 
with a member of the musketeer group; unaware 
at the time his discussion- partner was a part of a 
musketeer scheme. The TVRO person finally 
explained what he had knowledge of and pro- 


GI?’s CHANCE TO 


STOP IT ALL... 


posed a meeting between GI and the group, using 
the cable pioneer as an intermediary. 

A meeting was arranged. It would fall around the 
26th or 27th of October and it would include the 
cable pioneer as well as a high management per- 
son at GI. These two individuals were friends of 
more than a decade, and all of the formalities of a 
nervous, first meeting would therefore be by- 
passed. The cable pioneer sought some legal 
advice from a well known Washington law firm. In 
a ‘Saturday-Delivery Fed-X parcel, the law firm’s 
Senior Partner wrote to the cable pioneer as follows: 

“Regarding your calls of Wednesday and 
today and your meeting with XXXX, scheduled 
for Monday, concerning the ‘solution’ to his 
Descrambler, | want to advise extreme caution. 

“| do not want to be an alarmist. However, my 
assessment of the law, however cursory at this 
stage, is that it will be very difficult to obtain any 
financial gain through exploitation of this tech- 
nology without risking potentially serious 
consequences. This statement (strongly urges 
you) to caution against any statements which 
could be implied as threats to market the tech- 
nology or knowledge.” 

A brief explanation of this at this point The cable 
pioneer thought he saw a commodity to be sold, 
perhaps; a commodity which GI would be willing 
to pay large dollars to receive. The attorney is 
advising our cable pioneer against offering this 
commodity ‘for sale’ (ie. financial gain) in any form 
which might later be construed as a ‘threat to GI’. 
The law firm continued: 

“While | believe there would be no restriction 
on publishing the details of the ‘technical solu- 
tion’ in an appropriate journal, a court could 
even construe payment for such a publication 
to fall within the ‘commercial purpose clause’ of 
sections 605/705. It would seem, however, 
that in an area of publishing the information, 
the First Amendment protections should be 
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very broad. 

“You will further note that the ‘individual home 
owner who exploits this technical breakthrough 
to accommodate ‘private viewing’ is very much 
insulated from any meaningful consequences. It 
is the poor fellow who for his commercial gain 
assists this ‘private individual who is deemed the 
culprit deserving punishment. 

“| speculate that (XXXX/GI) would be terrified 
over any method by which the individual earth 
station owner could, with relative simplicity, 
buy a stock item of hardware and thereby break 
the code. But | also suspect (GI) is not overly 
concerned with a circumstances involving 
(the) necessity for a sophisticated, custom- 
designed ‘chip’ and some expert assistance in 
the installation. (Gl) probably feels that the lat- 
ter can be kept reasonably under control with 
vigilance and some legal intimidation.” 

The meeting was not held although the very 
highly placed person at GI from preliminary dis- 
cussions knew that our cable-pioneer had in his 
hands a complete set of Videocipher breaking 
equipment. Perhaps the letter we extract from, 
originated by an attorney to our cable pioneer, 
frightened our pioneer off; if he could not make 
money with the information transfer, he would 
simply not be a part of the transfer. Or perhaps GI 
called the meeting off on their own (there are 
such reports), not really ready to place them- 
selves into the position of actually being shown 
and knowing that Videocipher had been bent (if 
not busted). The reasons for the meeting not hap- 
pening are conjecture and unless in some future 
litigation involving the participants testimony 
about the planned for meeting comes out, we will 
never know why the meeting did not take place. 
The dates are important none the less; in the 
October 24-28 time-frame. GI certainly did know 
at that point the system had been compromised 
even if the meeting did not come off. 

There were other reported contacts between 
the ‘breakers’ and GI as well; a group in St. Louis 
was working through an intermediary as well in 
early November. Big numbers came easily in this 
game; our confident allowed “We will sell the 
cloning hole-closing technique for $100,000 to 
Gl; we expect an answer on Friday.” That Friday 
came, and went; GI did not respond. 

Much later, after X-ACT.and IDS and others 
began actively marketing Musketeer type chips 
through television and other announcements, 
Coop talked with the GI head of security; Mr. Ron 
Putnam. We pleaded with Putnam to go to his 
superiors with a request that GI act as an inter- 
mediary between ‘cable programmers and the 
home dish industry. 

‘By failing to talk, cable programmers are giv- 
ing the impression they are totally inflexible 


on the pricing issue. This in turn is fueling 

those who believe the only resolution to this 

impasse is the wholesale distribution of chips. 

If GI would take some initiative, and act as a 

bridge between the programmers and the chip 

makers to get a dialogue started, at least that 
would partially defuse the explosion in chips’ 

Coop suggested. Putnam, and by now it was 

January 9th, disagreed. 

“HBO pulls our chain” he related “and we have 
very little in the way of persuasive powers in this 
situation.” 

Coop wondered“ What would it take in the way of 
ahardware or software threat togetGI toactasan 
intermediary with programmers? Howdowe build 
this bridge between the two sides?” 

Putnam was concise in his response. 

“Bring to me (GI) a box or a system which 
functions totally outside of the authorization 
system; a box that authorizes itself. Not a 
clone, not a musketeer; but a descrambler 
that can access programming with no assis- 
tance from the GI authorization center. Then 
we’ll have the meeting you want.” 

Throughout the fall period, there were per- 
sistent stories that many groups or people have 
‘conspired’ to defeat the original M/A-Com 
system. One of the most illogical stories of 
that period had GI itself involved in ‘leaking’ 
Videocipher security information to the out- 
side world. The ‘logic’, as thin as it was, ran 
like this: 
1)Gl has its own video scrambling system 

(Starlok) 

2) GI would like to replace Videocipher with 
Starlok(the exact reasons why they would like 
to do this were never clear) 

3) If Gl could ‘assist those in the scrambling 
underworld to bore into Videocipher, GI might 
be able to get the cable industry to switch over 
to Starlok. 

GI's own releases, early in 1987 regarding the 
newer and later versions of Videocipher did no- 
thing to quell this rumour. Someone in Gl was 
attributed with the statement that ‘Newer ver- 
sions of Videocipher were designed so as to 
employ some of the Starlok technology. To those 
who wanted to believe that GI was sending tor- 
pedoes into its own fleet, this clinched the rumour. 

Starlok is employed on F4, TR16, in the Cable 
Video Store pay-per-view service. Several of the 
“chip solutions’ demonstrated claimed the ability 
to unlock Starlok right along with Videocipher. At 
least one Canadian created chip claimed the 
ability to unlock Starlok, Videocipher and Orion 
all in a single package. 

GI's TOCOM division, located in the Dallas area 
and a prime manufacturer of quite sophisticated 
fire/burglary/security alarm system for use with 
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cable TV systems anda designer/builder of‘secure’ 
cable TV set-top converters was the reported 
‘source’ for the leak As we shall see elsewhere in 
our report here this month, Dallas did figure 
prominently in the initial anti-Videocipher work 
Whether anyone (GI inspired or otherwise) had 
any part in this has never been determined and 
the rumour surfaces and resurfaces with some 


regularity even today. OnSat, the weekly satellite 
guide is typical of the sources who spread this 
sort of story and their January 25-31 edition 
noted (page 4) “The announcement of the break 
has accomplished one majorthing. It has sold 
an awful lot of VClIis. Some suggest that could 
be the purpose of ‘the break that isn’t really a 
break happening. TO sell VClls.” 


NOT A Bad Idea 


When Gl elected to not meet with someone who 
could help them shut off the flow of illegal (as in 
Musketeer chips in October, the die was cast 
Looking back, itis now apparent Gl felt they could 
handle the situation on their own without any out- 
side help. That would ultimately prove to be an 
accurate assessment of their internal capabilities. 

The concept was as follows: 

1) Since word first leaked out that chip solutions 
seemed viable, there had been a proliferation 
of chip devices. Some worked, some did not. Of 
those that worked, some worked intermittently. 
Initially, most of the chips were being sold 
underground but as November turned to 
December a pair of firms became quite visible. 
X-ACT from Alberta and IDS from Ontario 
appeared on Boresight television as the con- 
nection-source connection developed. 

2) Use of the chips inside of the United States 
seemed clearly illegal, as did the sale inside of 
the United States. Coop warned against pur- 
chasing chips and using them, on Boresight 
late in November and again in December. He 
also demonstrated a chip sent to him that did 
not work as evidence that the purchase of chips 
might be dangerous to the buyer's pocketbook. 

3) The myths surrounding the chip technology 
spread like wildfire; although there seemed to 
be no more than two real ‘technology or ‘sys- 
tems’ (cloning and musketeering), there were 
many subroutines possible which gave zealous 
sellers and creators the opportunity to ‘build 
stories’ about their own particular brands of 
‘magic’. 

4) In Texas, Oklahoma and Arkansas, chip sellers 
became quite visible by the first of December. 
Some chip sellers were offering clone-type 
master chips with a companion VC2000 unit 
which the master was tied to for between $4,000 
and $7,500; 100‘consumerchips’ were included 
in these packages. The wonder at the time was 
that given the visibility of the selling of these 
clone masters that no legal action followed. 

5) The‘Summit Concept was very basic; clear the 
air about the technology. Dealers were con- 
fused about the technology, and uncertain how 


THE EVOLUTION 


OF THE SUMMIT 


to react in a marketplace where their competi- 
tion was dealing in chips. Even distributors were 
getting involved in the re-marketing of chips as 
would become evident at the Summit proper. 

But how do you teach the technology without 
running afoul of the U.S. law? How do you make 
people who might be tempted to buy and deal in 
chips realize that not only were the chips illegal, 
but that they also carried a high risk of being 
technically incompetent or not secure? Ultimately, 
that would prove to be a problem which might not 
be resolved. 

In December Coop asked USS’s Doug Dehnert 
to try to make contact with a top executive at 
General Instrument; a Mr. Fred Shuh who is a 
Vice President of GI and a ‘special assistant to 
the President of the firm. Dehnert shared Coop’s 
concern that there was no direct dialogue on- 
going between those who would bust Videocipher 
and those who operate the system. Why talk? 

The underlying theme in the Videocipher battle 
had always been fair pricing of hardware and 
software. The cable TV interests clearly did not 
want home dish service pricing ‘competitive’. As 
the clandestine ‘solutions’ to Videocipher lined 
up coast-to-coast in increasing numbers, it was 
once again time to see if there might be a slow 
changing of ‘attitude’ at GI. To show awillingness 
to talk, to get dialogue started, Dehnert at Coop’s 
request invited GI to send personnel to‘the Sum- 
mit to actually appear on the program and address 
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the dish dealers expected to attend. Out of the 
hoped-for appearance by GI perhaps would come 
the first real dialogue between the two industries. 

Surprise; Shuh accepted on behalf of GI and 
suggested three people would attend. That was in 
mid-December and Shaun Kenny on Boresight 
asked viewers to indicate using the 900 number 
call in system whether they would prefer to see 
‘the Summit’ have representation from ‘both sides 
of the scrambling issue. By a significant majority 
those calling in on the ‘yes’ or‘no’ question were 
in favor of GI attending. But then a change in deci- 
sion; after five days of thinking it over, GI’s Shuh 
re-advised Dehnert they would not attend and 
speak. Fortunately, the announcement that they 
would attend had been held off awaiting confir- 
mation of who the attendees would be and what 
their talks would contain. 

Another invitation; this one to Jerry Freeman 
of the FCC in Norfolk, Virginia. Freeman had been 
instrumental in the Captain Midnight investiga- 
tion and attended many of the early Coop TVRO 
seminars when this industry began. His reaction 
to his invitation was more immediate: ‘It would be 
very inappropriate for the FCC to attend’. Coop 
attempted to change his mind by pointing out that 
in a competitive situation ‘dialogue’ was healthy, 
and often led to resolution of differences. Free- 
man was adamant none the less and while his 
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RABBIT TRADING literature explained operation of three 
free chips and gave newly established telephone number 
and mailing address inthe Turks and Caicos Islands. Firm 
that had agreed to act as ‘agent’ for Rabbit subsequently 
changed their mind and Rabbit has no known operations 
address atthis time. Agent explained in closing operation 
“We were being overrun with telephone calls and inquiries 
from stateside; people with whom we would not do business’. 
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dialogue with Coop continued up to the opening 
of the Summit the FCC stayed away from direct 
participation. 

Another scrambling system supplier, S/A, through 
their Canadian operation headed up by satellite- 
old-timer George Bell, opted to attend Bell called 
Coop to inquire whether their sending a man to 
attend would cause any problems; he was assured 
that quite the contrary, they were welcome and 
could participate as either an observer or pro- 
gram participant. In the last session, January 19- 
22, S/Adid have a man in attendance although he 
did not get involved in the dialogue. 

The original plan was for there to be a pair of two- 
day sessions and a third three-day session. One 
of the important-to-Coop side benefits was the 
probability that his home island of Providenciales 
would realize a significant (although short lived) 
boost in tourism as a result of the Summit Coop 
had worked through the fall donating his time and 
energies to create a new promotional vehicle for 
Provo. Called‘Provo Magazine’, itwas.a30 minute 
television program created and assembled in the 
islands for weekly airing on the Caribbean Super 
Station(Westar5, TR23). During August and Sep- 
tember, professional travel consultants in the U.S. 
had been consulted to learn how Provo’s tourism 
fortunes might improve. There is no economy in 
the islands that is significant other than tourism 
and virtually every family working in the islands 
depends to a large extent on the flow of tourists 
for their living. One of the studies revealed than 
35 cents out of every dollar in circulation in the 
islands started out as a tourism expenditure. 

More tourists equalled more money in circula- 
tion anda better standard of living for the 2,000 or 
so people living on Provo.‘Provo Magazine’ would 
expose Provo to North America and result in more 
tourists. To make it all work, the hotels (all six of 
them) had to agree to work together to cooperate 
in promoting the island. One of the essentials 
would be someway for those people learning of 
Provo to make contact with the islands and to 
receive brochures and other material about the 
island. 

The ‘Provo Hotel Association’ was formed and 
arrangements were made with a Florida travel 
agency to act as coordinator for information 
requests. With an 800-number for viewers of Provo 
Magazine to call, all of the basic elements were in 
place. Because the travel agency had visited 
Provo, and had a working relationship with the 
island’s hotels where Summit attendees would 
be staying, the same travel agency agreed to han- 
dle the registrations for the Summit as well. From 
the island perspective, the Summit was a pro- 
motion for tourism and if the Summit was a 
successful promotion every single hotel bed on 
Provo would be filled to capacity for the 8 days of 
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the Summit. 


There was a myriad of ‘details’ to work out since 
no prior event had ever produced that many peo- 
ple on Provo in such a concentrated period. 
Ground transportation was one of these details. 
How do you move 100 to 150 people around from 
hotels as much as 9 miles from the host Island 
Princess Hotel several times per day, on schedule, 
and not have massive problems? Just as the 
island’s hotels formed a hotel association to work 
together to bring tourists to Provo, the island’s 
taxi drivers collected themselves together and 
worked out the logistics of the project. And that, 
like the hotel association, was another ‘first; the 
first time the taxi drivers, each fiercely inde- 
pendent, agreed to cooperate in scheduled 
movement of hundreds of people. 

The chips. The original plan was for there to be 
four chips given to each attendee; free chips, 
educational chips. To insure that they would not 
be used in commerce, the various chip suppliers 
were asked to design useful, informative chips 
which performed some function that would help 
the attendees better understand the mechanics 
of the chips themselves and how the system 
worked. Comtech (not to be confused with Comm- 
tek Publishing Company) offered a 3-Musketeer 
type of chip which would be overwritten with full 
time text that would identify the chip supplier 
(Comtech) as well as eliminate the possibility the 
chip could be used in commerce. Rabbit Trading 
Company, acloning house when it started, was to 
offer a trio of educational chips. RAMview was a 
position U30 device that modified the SETUP-O 
sequence. In use, SETUP-O would display the 
U20 RAM contents in hex and text formats. Rab- 
bit Video was a video-only display system (no 
audio) which was similar to those being offered 
nationally to dealers as in-store demonstration 
tools. With it in U30, a dealer could call up the 
video only in descrambled form to allow 
customers to witness the basic advantages to 
scrambled services. Rabbit Writer was more 
confusing to understand; it was intended as a 
demonstration of the backup capabilities of 
making an archival copy of a unit's identification 
keys in the event the Videocipher was somehow 
damaged because of lightning or voltage tran- 
sients. By storing a unit's ID number away as a 
safety precaution, a dead unit could be ‘revived’ 
using the Rabbit Writer chip without having to go 
back to the factory for a $200 repair bill. 

Another chip supplier, X-ACT, came in late. 
Operating out of Spruce Grove, Alberta, Canada, 
X-ACT was one of the first firms to openly offer 
U30 Musketeer chip service. X-ACT wanted to 
participate and volunteered to bring to Provo the 
necessary equipment (computer with program, 


EPROM burnen to demonstrate on-the-spot 
Musketeer creation techniques. Naturally, X-ACT 
had no desire to reveal their specific technology 
(ie. their software language) since those ‘secrets’ 
were what they were trying to sell, in chip form. X- 
ACT prepared for handout to the attendees slips 
of paper on which the attendees wrote down 
authorization numbers for VC2000 units. The 
slips were to be turned in to the Australian lady 
running the X-ACT equipment and she in turn 
would make up a ‘free chip’ for each attendee. 
That became a ‘fifth chip’ in the package; one 
not promised. 

There was to be another surprise; a pair of discs 
containing software programming from devices 
U30 and U7. The discs had been donated to the 
Summit by another chip supplier source operat- 
ing out of the Bahamas. This was a ‘commented 
version’ of the U7 and U30 programming, and 
supposedly it was an original work. As a matter of 
form, the contents were checked prior to handing 
the discs out to the first seminar group. There, 
would be found, in plain text the original Cable 
and Home Group copyrights. The discs were 
destroyed, not handed out. 

Rounding up the speakers proved less of a 
challenge than initially anticipated. One decided 
early he would not mind being identified by his 
‘real name’ and as the Summit wore on he would 
frequently tell attendees what he did for a living. 
That he worked for Uncle Sam at NASA would 
surprise many. Others asked that their ‘real 
names’ be disguised although in the long run that 
did little to mis-lead investigators intent upon 
learning all they could about the attendees. 
Robert Richardson, the studious ‘grandfather 
who had originated the concept of DESUG but 
who took no active role in the code ‘breaking’ 
activities readily identified himself as he gave the 
opening, ‘keynote’ address (a carefully worded 
paper prepared in advance) to each of the three 
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sessions. 

The chip creators had a particular problem. 
None wished to be on view, up front, giving demon- 
strations of their creations (the Comtech person 
aside, but then he had no functioning chips to dis- 
play so perhaps his was a special case anyhow). 
But how would they explain their products and 
teach attendees about the software work that 
had been done if they could not do it themselves? 
A quandry. Volunteers, knowledgeable volun- 
teers had to be found. The DESUG group proved 
to be areservoir of such people since the original 
DESUG project was based upon the‘challenge’ of 
deciphering Videocipher and not upon becoming 
acommercial participant in the creation and sale 
of chips. So a call went out to DESUG par 
ticipants; would any of them be willing to teach 
the technology of the various chips that would be 
on display? A ‘Doctor Stevens’ and a ‘Steve 
From New Mexico’ volunteered to work with 
the program. 

Although the Summit was open only to those 
who signed up for the trip and paid a single fee 
that covered air fare, hotel accommodations, 
ground transportation, buying discounts at Provo 
shops and food and gratuities, the‘security ofthe 
meetings proper was impossible to maintain. 
There are no single, large meeting rooms on 
Provo. There is one sometimes vacant airplane 
hanger, not the best option. Room for up to 100 
seated attendees plus room for the speakers) 
and technical support equipment was needed. 
Provo was already taxed to the limit. One hotel, 
the Island Princess, had a front beach-side room 
which could hold the required number of chairs. 
Unfortunately, with the open beach on three sides 
and the need to keep the windows open so the 
people in the room did not succumb to the heat, 
the room was simply a set of walls filled with large 
holes. The fourth wall backed up into the lounge 
and bar area of the Island Princess and half of 
that wall was totally open for air flow. 


The Summit would turn out to be a ‘very public’, 
private meeting. While admission to the meeting 
room proper was nominally controlled by an officer 
from the Turks and Caicos Police Force, anyone 
standing or sitting outside had no difficulty listen- 
ing to the proceedings and those who elected an 
outdoor ‘seat’ outside of a window could both lis- 
ten and watch. Like so many things that take 
place in the Caribbean, the gathering was void of 
either pomp or ceremony. 

But obviously as events have unfolded, ‘things 
went wrong’. Some were mechanical, some would 
turn out to be ‘legal’ in the sense that not every- 
one who participated or watched had the same 
‘view of the intent and actual events of the seminar. 

Indirectly, the Summit may have been ‘the best 
thing’ that could have happened for GI. In one 
place, at onetime, all of the systems in the market- 
place were laboriously and tediously dissected 
and explained. There was far more speaker atten- 
tion to the systems that plug into Videocipher 
than to the Videocipher system itself since even 
today far less is understood about Videocipher 
than is understood concerning the various tech- 
niques that interact with it Gl probably realized 
this when they elected to return the invitation to 
attend and appear in the sessions. Had they 
attended, perhaps their own‘legal position’ after 
the Summit might have been changed. By ‘allow- 
ing it to happen’, by allowing the first meager 
educational chips to dribble in with the first 
returning Summit group on January 16th, GI found 
themselves with the best of all worlds. They had 
hard‘evidence’ against many of the key suppliers, 
they had knowledge about the type of chips and 
the content of the chips, and they had a ‘record’ 
which they could take to various U.S. agencies to 
seek prosecution of those involved. This would 
save GI thousands - perhaps tens of thousands - 
of hours of investigate legwork all over the conti- 
nent. By concentrating their activities on Provo, 
everything they wanted was in one place forthem. 


THE SYSTEMS AND 


THE PLAYERS 


HOW It Evolved 


There was one key breakthrough in the cloning 
procedure which set the stage for everything else 
that follows. Inside of microprocessor device U7 
resides a‘key number. That key number is specific 
to that one VC2000 unit and the number is 
assigned and implanted at the VC2000 factory as 
a part of the production process. 

The VC2000 units are actually created offshore; 
the boards are built in Taiwan under contract and 
then shipped to Puerto Rico where the circuit 
boards are tested and placed into the VC2000 
housing. Chips with DES responsibilities are 
added and programmed in Puerto Rico. Puerto 


Olea) SATELLITE DIGEST race 13/cspy2-87 


Rico is considered the United States by the 
National Security Agency so the implantation of 
the DES originated code data in the Puerto Rico 
plant is considered ‘legal. 

Getting the ID number ‘out’ of the VC2000 was 
important to those who would break Videocipher 
because you cannot ‘duplicate’ a number you do 
not know. Several techniques were attempted to 
extract that number. Pin 36 on the TMS70C40 
Texas Instrument microprocessor is ‘lifted’ inter- 
nally and it is on this pin where one would 
normally expect to find access to the key number. 
There were early attempts to bore into the 70C40 
device, down to the pin 36 bond, where it was 
hoped they would be able to ‘clip on’ an outside 
set of test equipment and ‘read out the key num- 
ber. A group in Texas claimed success with that 
approach in mid-July. This required very precise 
equipment and very precise techniques; it had to 
happen while the VC2000 was ‘powered up’ and 
operating, complicating the procedure. In its 
most elementary analogy, it was brain surgery on 
a live being using a miniature power drill/laser 
beam guidance system. A reported $20,000 
changed hands for ‘the operation’. 

The problem with this technique is that after you 
have done it, you then have one ID number for 
one box. Yes, you could clone that box now that 
you had the ID number in hand and create addi- 
tional boxes sharing the same number. But how 
many boxes could be ‘safely cloned using that 
single ID number sequence? Could you clone 
enough to afford the $20,000 per ‘operation’ 
charge? Not likely. 

Preceding the Texas surgery in mid-July was a 
very unlikely chap in the northeast in June. His 
approach was different He reasoned that the 
TMS series microprocessor was nothing more 
than a sophisticated solid state memory device. It 
remembered what is was told to remember and 
given certain commands, it responded with ‘out- 
puts’ based upon the ‘inputs’. He wondered what 
might happen if he started inputting random data. 

Using a low priced home style computer in the 
VIC-20 family, he created a program to input totally 
random data and commands to the U7 device. At 
the output he connected some recording equip- 
ment And then he placed the input program of 
random data into operation. This is not dis-similar 
to placing three monkeys in a room with three 
IBM typewriters. Sooner or later, something they 
randomly type on the keys will create a word or sen- 
tence; or if you wait long enough, a story or book 

The TMS device was never designed to with- 
stand this onslaught of random data The ‘clock 
rate’ and other parameters were varied by the 
input program and after some days of being fed 
incoherent input data the TMS microprocessor 
spilled its guts. There, on the output lines was the 
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VC2100E UNIT manufactured on January 17th has black 
colored sealant material laid over U30 device. 


secret contents of the microprocessor. By cor- 
relating the exact input data and sequence being 
fed to the U7 device at the instant it spilled out its 
internal contents, this ‘hacker had a handle on 
getting ‘keys to extract’ on a repeatable basis. 

This individual(we’ll call him New York Ned) had 
taken on this challenge for no reason other than 
‘the challenge’. He did not follow the activities of 
Videocipher, did not care whether HBO was priced 
fairly or not, and in fact seldom if ever watched 
television. He was impressed with what he found, 
but totally unaware of the potential significance 
of his discovery. Weeks went by. 

Tnen a chance meeting between this individual 
and a member of the descrambling underground, 
at a weekend electronics meet The descram- 
bling type was engaged in an open-air conversa- 
tion with other would-be-Videocipher busters and 
New York Ned overheard the conversation. He 
took the discussion leader aside and asked him 
‘How valuable would it be to have the internal con- 
tents of U?’. 

The rest is until now unrecorded history. The raw 
datafrom Ned became a blueprint for what turned 
into the creation of a cloning ‘subgroup’ in the 
descrambling effort Ultimately, agroup of perhaps 
six would be formed to bring together special 
expertise in several specialized disciplines. 
Included were people heavy in software program- 
ming, software marketing and hardware design. 
Members of the group were ‘international in con- 
tent and ultimately this would grow into the 
Rabbit Trading Company which popped out of a 
hutch on Provo during the Summit. But there were 
internal problems as we shall see. 

Meanwhile in the southwest another group was 
taking a different approach to dissecting Video- 
cipher. This group intended to create a technique 
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which turned a box authorized for one or two ser- 
vices (such as CNN or HBO) into a box which was 
reauthorized for many more services. Ultimately, 
this would be called ‘The Three Musketeer 
approach; you will remember in the story of the 
same name that their motto was‘one for all- all for 
one’. The name, incidentally, did not originate 
within the musketeer group; it came from a mem- 
ber of the cloning research team who initially 
looked down on this approach with some disdain. 

The basis for musketeering is totally different 
than the basis for cloning. Cloning ‘duplicates’ 
something internal to U7 while musketeering 
‘modifies’ something internal to U7. But mus- 
keteering, like cloning, required that somebody 
obtain the contents of the U7 memory before a 
new software program could be written to accom- 
plish the musketeer process. Apparently, the 
contents of U7 arrived at the operations center 
for the southwest based would-be musketeering 
group from the Dallas area A price was paid for 
the information, and ultimately a group of 6 or 
more would participate in what later became 
X-ACT. The origins of the U7 contents for the 
pre-X-ACT operation have never been totally dis- 
closed but here is where some insist there was a 
TOCOM (division of Gl) connection. 

The primary problem with the musketeer pro- 
gram was security. Rewriting the contents of U30, 
knowing the contents of U7, was a software 
challenge. Those who now know and understand 
U30 (the EPROM that is the subject of all chip 
solutions) and U7 believe that U7 programming 
was done to a much higher level of competence 
than the U30 programming. Software writers leave 
a‘signature’ behind and to an experienced soft- 
ware analyst the ‘routines’ built into the software 
are as identifiable to source as an individuals 
handwriting. 

“U7 was ultimately a one person effort at M/A- 
Com” goes the analysis. “U30 was possibly done 
by a group because you have large subroutines 
appended to the basic program indicating where 
they attempted to patch together different aspects 
of the routine to make them mesh”. 

The Videocipher box does many things on com- 
mand including some esoteric functions not yet 
implemented by cable programmers. Pay-per-view 
is one of those and each of these unique-to-Video- 
cipher functions (‘Help’, ‘Data’, etc.) requires its 
own software computer language programming 
routine or sub-routine. 

“Even with the contents of U7/U30 available, 
what we see and understand is but the tip of the 
iceberg” goes on our software analysis person. 
“We may understand 1/5th of the routines at 
this point’. 

The musketeer security aspect left its creators 
worried. If they took their basic program of rewrit- 


ing U30 and put it on the market, the chips could 
be (mass) duplicated by others. This would be a 
‘clone of a musketeer. Or, by comparing the original 
contents of U7/U30 against the musketeer U30 
contents, others could simply duplicate the func- 
tions of the musketeer and sell them as their own. 
So while the musketeer approach seems to have 
been resolved as early as the month of Septem- 


_ber, the‘how-to-secure-it?’ aspect was not resolved 


for another 30 to 45 days. 

The X-ACT chips were not placed on the market 
in September nor October nor November for at 
least three solid reasons: 

1) The chip security was not adequate and others 
could copy the rewritten software and com- 
pete with X-ACT with their own product 

2) At least one principal connected to X-ACT was 
trying to bring off a discussion with GI directly, 
through our ‘cable pioneer intermediary (see 
‘How GI Blew A Chance’, here). 

3) The Videocipher marketplace was frightfully 
small, by GI’s own statements not over 50,000 
authorized units, and X-ACT felt the universe 
should be several times that large before they 
came into the market. 

Those who created the musketeer chip approach 
were ready to ‘wait it out; until April or May if 
necessary. Others were more impatient and by 
mid-November, at least one and perhaps two 
other groups had figured out the musketeer routine. 
In all of this a later-to-be-discovered thread began 
to unravel. This thread was shared, widely, in both 
the cloning and musketeer groups. 

The‘secret’ of making either approach work was 
obtaining the 4k Ram listing from U7. We can 
trace ‘New York Ned's forcing of the data from U7 
in June and we can locate a Texas source which 
purported to get the same data out of U7 by drill 
ing and extracting perhaps sixty days later. There 
was one other source for RAM listing data as well. 

During the course of several weeks, while a 
clone-group was forming around Ned’s data and 
marketing plans were being created, there was 
some perhaps inadvertent ‘sharing’ of the key 
extraction technique. The technique was shared 
on atleast one occasion between a man in Virginia 
and another in Kentucky. With the technique went 
at least one unit‘ID number; a unit, it would later 
turn out, which was not directly involved with the 
key extraction process. Apparently, a fringe per- 
son donated a VC2000 to the cloning researchers 
and the unit was authorized for at least some 
paid-for services. Unbeknownst to the donator, 
his unit became a live research tool and as the 
cloners perfected their key extraction process, 
copies of the U7 data from his donated box, com- 
plete with HIS authorization or ID number began 
to circulate in the underground! As we shall see, 
this unsuspecting and totally uninvolved person 
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might have reason to regret his donation of a live 
and functioning VC2000 before it was all over. 

With the musketeer chip technology available to 
at least two research groups by late in November, 
a marketing struggle seemed to develop. The 
southwestern group was still struggling with (a) 
security, (b) waiting for the market to enlarge, 
and, (c) their hope that GI would still sit down and 
discuss the developments. Another group from 
along the eastern seaboard shared none of these 
concerns. They: 


1) Did not care about security (this group would 
later announce marketing plans under the name 
of COMTECH and post a short-lived address 
and pair of telephone numbers headquartered 
in Nassau, the Bahamas). 

2) Did not care if the market was ‘large enough 
or not. 

3) Had no desire nor intention of talking with Gl, 
even if the opportunity arose. 

COMTECH'’s first announcement was unsettling 
to the marketplace; $199.95 ‘direct’ selling price, 
to consumers but not to dealers, with VISA and 
other charge cards accepted. It is questionable 
that COMTECH, through Nassau, ever took any 
orders or delivered any chips. That COMTECH 
was ‘in the marketplace’ with an ‘unprotected’ 
chip, at a price of under$200, caused X-ACT anda 
third musketeer firm, IDS out of Canada, to react 
Where both X-ACT and IDS seemed satisfied to 
wait out the market for its own enlargement, the 
COMTECH announcement caused both to im- 
mediately begin marketing of their own chips. X- 
ACT set up in a suburb of Calgary, Alberta and 
took telephone orders for musketeer chips. Callers 
were charged $250 (US) forachip that was keyed 
to their own unit authorization number. The num- 
ber was affixed to each chip and the chips were 
packaged in a small package for shipment backto 
the United States. In the first X-ACT shipments, no 
return address was placed on the parcel and the 
chips were listed on arequired custom’s form with 
a value of $15. That would prove to be a mistake, 
as we Shall see. 

Through the month of December and the first 
two weeks of January, X-ACT delivered approx- 
imately 500 chips to customers. At the same time, 
the eastern Canadian firm, IDS, delivered around 
300 chips. As best we can ascertain, COMTECH 
delivered no chips in this period. X-ACT and IDS 
were very visible because of their frequent men- 
tion in over-the-satellite broadcasts but they 
apparently were only a small part of the real 
underground world of chip marketing. 

While X-ACT and IDS were attracting the wrath 
and legal attention of GI and others (GI, through 
an employee, was one of the first to order from X- 
ACT), amuch more significant marketing program 


GETTING inside of Videocipher 2100E requires a new 
type of tool to break through the custom designed screw 
that holds the two piece plastic sandwich together. 


was getting underway with a reported headquar- 

ters on the west coast. Here is what this group 

promised: 

1) Instant turn on of any box, using a special‘num- 
ber capturing sequence’ that reached up and 
‘grabbed’ an authorization number from the 
data stream. 

2) Amonthly turn-on chip that was first used inthe 
U-30 position to ‘prepare’ the Videocipher for 
the operational chip was included in the package. 

3) A third chip labeled ‘repair chip’ was alleged to 
have the capability to repair (as in fix) units 
which had been mistreated and which had lost 
their own factory installed ID number. 

Several well known distributors put out up- 
wards of $10,000 for this package of chips, 
including 100 customers operational chips, 
during late December and January. Some sug- 
gestions that distributors were dealing in chips 
surfaced in the trade press and elsewhere during 
January. Something very similar would also 
surface as ‘The European Chip’ during the 
Descrambling Summit 

Until this particular package arrived in the mid- 
west, California and later in Hawaii, the only known 
players in the game were working with either a 
‘clone’ or ‘musketeer technology. This system, 
unnamed initially, seemed to be playing with a 
new set of rules. Certainly their most impressive 
claim was that their software‘monitored the satel- 
lite authorization stream and adopted a satellite 
delivered authorization number as its own. 

At the Summit, a group purporting to originate in 
Europe asked to explain their‘European Chip’. It 
was dubbed the ‘ZITS’ (Zero Information Turn-on 
System) chip by some playful participants. They 
made the same claims as the chip packages 
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$1101.00 


LOWEST PRICE EVER! 


AVCOM PSA-35A ANALYZER 
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THE BUY OF ALIFETIME/ you save $864 on this special purchase quantity of brand new, factory- 
sealed-carton PSA-35A spectrum analyzers. Full factory warranty, the very latest version with 
selectable 2 or 10 dB per division display sensitivity. 

SIX BAND COVERAGE’ standard factory sets of 10-500 MHz (perfect for cable TV/SMATV check 
out), 270-770 MHz, 950-1450 MHz, 1250-1750 MHz, 3.7 to 4.2 GHz and any 500 MHz you wish to 
set between 300 and 1500 MHz! 

POWER TO GO/ 117 VAC operation (a small quantity of 220 VAC units are also available for Euro- 
pean use) plus internal rechargeable battery pack so your analyzer goes into the field with you for 
daily ‘DC’ use. Battery charger is built-in; no extras to buy! 

VERSATILE INPUTS/ Direct type ‘N’ 3.7-4.2 GHz input (DC blocked or switchable to +18 VDC 
powering for LNBs, LNAs) and type BNC (with BNC-F adapter provided) for 10-1750 MHz inputs 
(DC blocked plus +18 VDC available). 

HANG-YOUR-HAT REFERENCES, 0, -20, and -40 dBm scales graticule identified for hard- 
number measurements with +/-2 dB amplitude accuracy within any 500 MHz band. 
SPANABLE/ Fully adjustable span width from less than 1 MHz per division horizontal to over 50 
MHz per division. 

CONTROLLABLE, Full range of most-needed operator controls including intensity of display, ver- 
tical and horizontal position, center-frequency set, sweep width and sweep rate, horizontal display 
reversing switch for selectable lower-frequency-left and lower-frequency-right LNB combinations. 
RELIABLE/ Thousands in field use worldwide, field proven excellence of design, rugged and tough 
enough to work for you every day. 

SPECIAL PURCHASE/ This special price of $1101 applies only to limited quantity of AVCOM PSA- 
35A units presently in stock The normal factory price of $1965 is discounted $864 only until the 
present group of 55 units is sold. Terms are wire transfer of cashier's checkin advance of shipment; 
you will receive a factory sealed unit via UPS, shipping charges COD. Sorry, no CODsorinvoicing at 
this special price. VISA or Mastercharge cards will be accepted at a unit price of $1155 each. To 
order, call 305/771-0505 weekdays between 9 AM and 4 PM eastern only. Outside of the United 
States, you may order from CSD MAGAZINE, P.O. Box 100858, Ft. Lauderdale, Fl. 33310. This offer 
may be withdrawn at any time without notice. 
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55 UNITS ONLY- LIMITED OFFER 
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apparently originating in California but the exis- 
tence of the California based chips was unknown 
as the Summit opened. The ZITS chip caught those 
who had agreed tocome to the Summit and preach 
clone and musketeer technology off guard. In a 
phrase, the ‘experts’ who knew and understood 
cloning and musketeering refused to believe that 
the ZITS chip was capable of adopting’ satellite 
sent authorization numbers. The demonstrations 
for the ZITS chips, perhaps encumbered by the 
principals behind the chip not being present and 
the need for a neophyte outsider to do the demon- 
stration, were very impressive none the less. 

1) A brand new VC2000 was taken from the box 
and U30 removed. 

2) A socket was installed in the U30 position. 

3) A monthly authorization chip keyed to the month 
in effect (January 1987) was inserted into the 
socket and the unit briefly fired up. 

4) This EPROM was removed and a permanent 
chip inserted in the socket. 

Up came WOR (a cable only service) plus all of 
the customer services including HBO Combo on 
G1’s TR1. There was. even limited video and audio 
service from G1’s TR16 and F3R’s TRS; at least 
once per pay-per-view day the movie appeared in 
the clear with full audio. All of the services, includ- 
ing the triple-X rated services came up. 

Then inthe demonstration the customer authori- 
zation chip inserted in the U30 position was 
removed and the box unplugged. The battery was 
disconnected to kill the memory of the unit and 
the technician proceeded to ground all of the pins 
on various ICs (U7, U30, U19, U20, U24 et al) to 
‘kill the box dead’. Here he was simulating a 
completely brain-dead unit which under prior- 
known-art would have to go back to GI fora $200 
repair job to reactivate with a new unit ID number. 

Anew EPROM, labeled repair, went into the U30 
socket The box was briefly turned on and then 
shut down. The monthly authorization key chip 
was then installed briefly and the box turned on 
again. Finally, the consumer EPROM was inserted 
back into the unit. 

impressively, not only did the unit snap back to 
life instantly but it had reclaimed its original, ‘lost 
ID number. 

*This box can now be authorized in the normal 
way by any consumer went the explanation. There 
were murmurs of approval in the crowd. There 
were also doubts. 

“There are only two possible explanations; three 
at the outside” explained one knowledgeable 
VC2000 person present. 

“First, the box is nothing but a super-clone. The 
box may be utilizing a master unit authorization 
which is in use at the GI facility in Puerto Rico to 


test boxes. Certainly if those special authori- 
zation numbers were known, a box could be 
cloned to that number.” 

And number two? 

“Second, M/A-Com set up their authorization 
assignment sequence in a predictable, perhaps 
algorithm-driven pattern. Someone has figured 
out that pattern and is in effect reassigning box 
numbers using the original M/A-Com pattern.” 

And number three? 

“The DES Algorithm ‘is broken’ and in spite of 
all of the statements that it would take an army of 
Cray Computers umpteen weeks to unravel DES, 
it has been done.” 

As fate would intercede, one of the three-chip- 
packages was purchased in Hawaii (street price 
$150) just as the Summit was getting underway. A 
caller to the Summit from Hawaii revealed some 
of the numbers extracted from the street bought 
chip in Hawaii. The caller insisted the Hawaiian 
chips were ‘superclones’ tied to internal Gl 
(originally M/A-Com) final-test-sequence pro- 
cedures for the VC2000. 

While the Summit‘experts’ huddled on the side- 
lines trying to figure out how they could get their 
hands on‘The European Chip Set’ long enough to 
do a data extraction of the internal programming 
(that would allow them to look for some indication 
as to whether the chip was mis-using some other 
ID numben, another caller turned in the Hawaii- 
relayed numbers to GI. Back came a promise that 
the numbers, if ‘real’, would be corrected and 
turned off immediately. 

The European Chip people, represented by a 
British chap apparently hired to take orders and 
supply information but who seemed to have no 
programming knowledge of his own, meanwhile 
said they would not sell their chips to anyone who 
might use them in the United States. The first 
price quoted at the Summit was $15,000 for 100 
customers chips, and two monthly authorization 
chips; January and February. That worked out to 
$150 per chip and there were no takers, perhaps 
a result of that being a lot of cash money and real 
concerns that what people saw was different in 
some form from the representations. The explana- 
tion that the European Chip/ZITS Chip grabbed 
hold of an authorization number from ‘the sky 
was especially perplexing to those who thought 
they understood the technology. It was almost 
‘too good to be true’ and when the demonstrating 
tech further explained that youcould notturnona 
new box effectively between 12 midnight and 
approximately 6AM, because no new boxes were 
typically being authorized during that period, it 
only made matters worse. 

As the Summit wore on, and GI claimed they had 
‘disconnected’ the four special numbers inter- 
cepted by a buyer in Hawaii, the European Chip 
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ID ZERO KEYS/ Stolen From M/A-Com??? 


Four sets of keys, claimed to have come from within M/A- 
Com (or Gi) were found in load-repair-authorize “3 chip sets” 
being sold on the west coast and in Hawaii simultaneous to 
the Summit. The numbers were given to GI as a security pre- 
caution and to determine if the European Chip itself was based 
upon stolen authorization numbers internal to Gl. Purpor- 
tedly, there was a series of authorization numbers (perhaps 
these) in use for VC2000 check out as the units were run 
through the factory for final QC. No, Glisnolongerusing these 
numbers nor any others in use prior to the Summit, having 
decided that if one set of numbers was ‘out, all of them could 
have been compromised. Therefore the numbers below have 
no value except for their historical significance. 

#0 / 144F6445FA2707 
#1 / 345775459DA667 
#2 / BBD7CAW643148B 
#3 / 48740FBOF54FF6 
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continued to operate. That only perplexed the 
musketeer and clone chip people further because 
they‘knew there was some not-up-front explana- 
tion involved. 

There are more than 16,000 information locations 
in memory. Different locations have different data 
for different purposes. It turned out that if two of 
these locations have their input data changed, 
WOR will pop up ona VC2000. Yet otherlocations 
control the appearance of the pay television ser- 
vices such as Request Properly changing the 
data in the memory positions for Request will bring 
up the cable-only service. Searching through the 
data, not only inspecting but understanding all of 
the routines in U30 (and U7) requires consider- 
able skill and patience. ‘Routines’ built into the 
software refer the software forwards and back- 
wards with great regularity. 

If one bit of input signal equals a certain condi- 
tion, the software directs the computer program 

soone thing. If the input data trom the satelite 
tream equals a different condition, the soft- 

tells the data stream to do something else 

~ within the program. Software program writers bulla 
‘traps’ into their routines to catchup those who 
would try to unravel the mysteries of the program- 
ming. Software writers also usually build their own 
‘exits’ into routines; a job security exercise just in 
case they are ever presented with a difficult deci- 
sion from management. ‘Unraveling someone's 
software routine, especially when the routine was 


created by several separate software creators 

and then married together into one routine (ie. 

U30) can be very time consuming. The VC2000 

apparently is capable of handling 32 different 

‘transactions. One of those transactions is the 

‘loading of the box with its own program and ID 

data We'll revisit that subject shortly. 

As the Summit evolved, from the first group 
January 14-16 to the second group January 16- 
19 and then the final group January 19-22, several 
remarkable changes were taking place in the 
technology being explained: 

1) Clone and musketeer forces united in a front 
against the European Chip. Because the Euro- 
pean Chip supplier had delivered no chips, there 
was a plan to help fund the purchase of his 
chips so they could be dissected and the 
mystery unraveled. This failed to happen even 
though the European Chip people lowered 
their entry to 25 consumerchips and1 monthly 
authorization ‘loader for $200 each (a $5,000 
entry fee). The Summit would close with no 
European Chips sold nor delivered. 

2) Identification of the particular location in the 
European Chip program which was turning on 
WOR spread and new generation clone and 
musketeer chips might also provide WOR ser- 
vice in the future. 

3) Musketeer chips, from X-ACT, sold in small 
quantities and were the clear favorite for their 
simplicity with Canadian and U.S. dealers. Clone 
chips, requiring the purchase of a master 
(VC2000) unit and a clip package to make the 
clone process work also went unsold. Buying 
interest in the clones was virtually limited to 
non-U.S. dealers who traveled to the Summit 
from various Caribbean, Central and South 
American countries. 

In other words, other than perhaps slightly over 
100 chips sold by X-ACT, there was no real com- 
mercia) activity Recall) that XACT had solo 
approximately 500 chips up to the Summit so 
even with the concentration of interested, poten- 

tial ‘Duyers at ine SurnmiA, as a sales eaercise fA 
was a disappointment to those on hand trying to 
sell chips ‘after hours’ when the Summit was 
closed down and people were on free time. And 
the Summit closed on January 22nd with the 

European Chip still a mystery although as we 

shall shortly see, in just a matter of days it would 

no longer be a mystery. 
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WARNINGS Abounded : 
Surprisingly, perhaps the least concerned peo- 
ple with the approaching Summit were the 
speakers scheduled to appear in the program. 
Nota few would-be attendees were told or believed 


there might be some difficulty with U.S. Customs 
and some(a not insignificant number did cancel 
their reservations. Others took the spirited view 
that “It will be an experience no matter how it 
turns out’. Ultimately, at least one attendee 
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returning on January 19th would later complain 

to U.S. Customs because he was NOT strip 

searched! 

The popular and sensible assumption from the 
beginning was that there would be representatives 
from GI and perhaps some of the programmers in 
attendance at all of the sessions (January 14-16, 
16-19 and 19-22). It became something of a pop- 
ular ‘game’ to try to pick out likely candidates as 
‘spies’. An attendee would later write: 

“Il am almost positive that there was a plant 
(spy) at out meeting (January 16-19). In fact, | 
believe | met and talked with him. He expressed 
more than average curiosity in our meetings and 
was definitely not a dealer or satellite enthusiast 
He went out of his way to express his disdain for 
everything from U.S. taxes to scrambling, the high 
cost of American life and so on. He obviously had 
been coached in what somebody thought was a 
“profile” of the typical Summit attendee and he 
sounded more like us than we did ourselves. This 
guy was acting out a role and it was all too obvious.” 

As noted previously, the ‘private meeting’ was 
hardly private. Audio and video taping was permit- 
ted in all but one session and note taking was 
prolific. The first group attending the January 14- 
16 session was told before receiving their free 
educational chips “If you are not comfortable 
returning to your home with the chips, they can be 
left behind and will be shipped. Allow two to four 
weeks for delivery.” Some did this. The same 
message was delivered to the second group as well. 

There were several questions concerning the 
return of chips: 

1) Did the chips violate U.S. Copyright law? Attor- 
ney Clare Skatfeld, who addressed each of 
the three seminar sessions, took the position 
that the U.S. Copyright law was basically un- 
tested. He had been told by the chip suppliers 
who provided the free chips that the chip 
creators did not believe the chips were in 
violation of copyright 

2) What was the value of the chips? U.S. Customs 
would later attempt to get returning attendees 
to state the chips were valued at $1500 (or 
$1400). A slip of paper included in each chip 
set started the value was $4.20 per chip; the 
cost of a basic EPROM when purchased in 
small quantities. If one also considered the 
advertised price of the free chips, from Rabbit 
and other price sheets available at the Seminar, 
the total of the free chips came to under $300. 
And U.S. Customs allows those returning to the 
U.S. to bring in $400 or less in foreign merchan- 
dise without paying a custom fee or declaring 
the items brought back 

3) Did the chips contravene U.S. laws? Copyright 
questions raised by U.S. Customs aside, there 
was another possibility it would turn out; did 


WHO PULLED 
CUSTOMS’ 


CHAIN??? 


the chips amount to ‘burglar tools’? 

The three basic Rabbit Trading chips, as pre- 
viously noted, were all keyed to some educational 
parameter, aview of U20, for example(RAMview). 
Amusketeer‘demochip’ forin-store demos prom- 
ised(although not delivered) by COMTECH wasa 
step closer to performing a possible forbidden 
act. The chip was to contain a full on-screen text 
message however that would label the chip as a 
clear demo device. A fifth chip, one more than 
advertised in advance, was from X-ACT and those 
attending dealt directly with X-ACT in providing 
the X-ACT representative with the required infor- 
mation foran X-ACT chip to be created onthe spot 
for the attendee. 

The first returning group, approximately 55 
attendees plus wives and children returned through 
Fort Lauderdale customs with no incidents. Each 
filled out his or her “Returning to USA” card and 
walked through Customs unquestioned. The 
second group, attending January 16-19, hadadif- 
ferent story to tell. 

“What a bummer when wetried to ge through 
customs in Fort Lauderdale last night” wrote 
an attendee. “We were all delayed at least 11 
hours and many were held up to 4 hours before 
they could interview all of us. There was much ner- 
vousness, much anger and huge destruction of 
chips which ended up all over the floor in many 
broken pieces! We were all taken by surprise... 
they knew exactly what to look for. They even 
knew that some of us had elected to have our 
chips mailed back to us.” 

In those ‘interview sessions, attendees were 
asked in detail to explain what went on at the 
Summit The scope and nature of the questions 
revealed that someone inthe first group, orstillon 
Provo feeding ‘intelligence information’ to the 
states had prepared a thorough report on the Sum- 
mit sessions. Returning attendees were asked 
about statements made to the Summit with full 
advance knowledge of what the statements were. 
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Some attendees were asked (or required) to give 
up personal notebooks and literature as well. 

Itis importantto remember that GI was invited 
to attend, as was a representative from the 
FCC. And that a representative from Scientific- 
Atlantadid attend. There was no effort to‘ hide off- 
shore’ to conduct a business which might have 
been deemed illegal onshore. Fort Lauderdale 
did not need a group of 300 or so additional 
tourists; Providenciales did (*). 

U.S. Customs personnel landed on the group 
returning on January 19th with both feet It wasa 
holiday (Martin Luther King Day) and several of 
the Customs people ‘griped’ to those they were 
questioning about being called out on a holiday. 
Exactly what happened within the immigration 
and customs area is not clear, even after inter- 
viewing more than a dozen people who went 
through the procedure. 

A New York dealer reported he was at orclose to 
the head of the line. He had filled out his Customs 
form stating that he had purchased a necklace 
and a bottle of liquor on Provo. He was asked “Do 
you have anything to declare?”. The man asking 
the question had the dealer's custom form in his 
hand and the dealer made an assumption; ‘any- 
thing OTHER THAN what is on the form?’ he 
thought to himself, since the declared items were 
clearly evident The dealer replied “No”. The cus- 
toms person shot back“What about these items!” 
pointing to the necklace and bottle of liquor. 

“| have already declared those, there on the 
form’ the dealer responded. 

“| asked you if you had ANYTHING to declare” 
shot back the customs man. “You are a smuggler’ 
and he shuffled the man and his necklace and 
bottle of liquor off for further questioning. In the 
end, U.S. Customs would take the necklace and 
the bottle of liquor from the man and send him on 
his way. 

The New York dealer felt abused by the incident 
and as he cleared U.S. Customs went directly toa 
pay telephone and began calling every media 
(newspaper, broadcast) firm listed in the yellow 
pages. Within an hour, many television cameras 
and print media reporters were shuffling around 
the outside of the customs area waiting for peo- 
ple to interview. 


Within days U.S. Customs would return the neck- 
lace and bottle to the dealer, with at least a partial 
apology. But the others from the same flight who 
witnessed the incident quickly decided they did 
not wish to tangle with U.S. Customs personnel. 
Word spread to the rear of the line; “Destroy your 
chips”. A panic mood quickly developed and 
several hundred chips (U.S. Customs would later 
report 341 chips) were destroyed by those wait- 
ing in the line. Some placed the chips on the floor 


and mashed them with their shoe; others tried to 
break the EPROMs with their bare fingers. Nota 
few ended up with bloody fingers resulting from 
the chip pins breaking the skin. Reportedly, U.S. 
Customs did nothing to stop the destruction of 
the chips by those waiting in line; they were busy 
taking detailed statements from those at the front 
of the line. 

Most complained about missing their airline 
flight connections. There was no response from 
the customs personnel (although those returning 
on January 22nd in the third group were divided 
into separate lines with anyone who had a tight 
plane connection being processed first). 

The first telephone reports from those running 
the customs gauntlet insisted that a U.S. Federal 
Court Judge had hand delivered a ruling just ahead 
of the flight's arrival telling U.S. Customs to check 
the returnees for ‘illegal chips’. There was never 
verification of that and a search of U.S. Federal 
court records in Broward County(FL) revealed no 
such record. So how did U.S. Customs decide to 
single out the returning flight of the 19th and con- 
duct the search and seizure operation? 

AGI contract employee took credit for the ‘tip off 
24 hours later when speaking with a newsman. 
There is no verification that this employee or any- 
one else at GI actually got Customs into high gear 
on that national holiday. There was considerable 
‘loose talk the evening of the 19th; a returning 
Summit attendee reportedly worked for another 
U.S. Government agency (“I report directly to the 
Vice President’ he said to others) and he report- 
edly chastised several U.S. Customs employees 
for their ‘procedures’ during the operation. Did 
this fellow really work for another agency; was he 
attending the Summit on his own or for some 
other purpose? Who was he talking to on his 
miniature hand held walkie-talkie as he waited his 
turn to proceed through customs? All unanswered 
questions. 

One is reminded of a poignant moment in the 
movie “Network” which was popular 7 years ago. 
The newsman-star is alone in a board room witha 
powerful corporate person and the newsman is 
told: 

“There is no United States, there is no USSR. 
There is only Exxon, IBM, General Motors and 
Volkswagen. Government is not a government by 
and for the people; government is a government by 


*/ Indeed, several additional ‘Provo Seminars’ 
have been planned for the Provo Hotels Associ- 
ation during the first seven months of 1987. A 
‘Retire on Provo’ week-long session and an 
‘International Wind Sock Festival’ will follow 
the same package plan which the Summit fol 
lowed during May and July. 
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and for the world’s multinational corporations ...”. 

Could GI make U.S. Customs move the way U.S. 
Customs moved on January 19th? One of the last 
Summit attendees through the line that night 
reported “They did virtually no search of my bags 
and asked me only a few, brief questions. Four of 
the Customs people were standing there talking 
as they cleared me. From everything | heard said, 
they knew they had made some mistakes in the 
way they handled this matter, they were already 
trying to figure out who would take the ‘blame’. 

Several dozen of those inspected on January 
19th believed their ‘civil liberties’ were ‘violated’. 
Perhaps. But we all learned something about the 
credentials and legal powers of the U.S. Customs 
service January 19th. 


1) U.S. Customs has the apparent legal right to 
seize anything they ‘suspect’ may be asso- 
ciated with the illegal importation of any con- 
traband material. They have the right to detain 
such material(s) for 30 days time after which 
they can either return the impounded goods or 
destroy it if they are certain it is contraband. 

2) In the first group, those who went through 
without difficulty, many if not most would later 
be visited by U.S. Customs and other federal 
agents with a request that the attendees turn 
over to them any and all chips they may have 
brought back through the Fort Lauderdale 
check point on January 16th. These people 
were told that U.S. Customs, unlike other federal 
agents, did not need court orders authorizing 
search and seizure to gain entry to someone’s 
home. That statement upset many who believed 
their home was a sanctuary from such search 
and seizure. 

3) U.S. Customs has the power to ‘detain you for 
questioning’ for an unspecified period of time. 
They also have the power to arrest you on the 
spot, having first warned you against bringing 
into the U.S. any alleged contraband materials) 
and then finding that you have done so without 
properly declaring the material(s). Nominally, 
you are read your ‘Miranda Rights’ before being 
arrested and questioned. 

Fort Lauderdale was not the only point where 
the U.S. Customs was active; Detroit was another. 
Canadian firm, X-ACT, had dispatched as we noted 
perhaps 500 of their musketeer chips to buyers 
during December and early January. Atleast 29 of 
these stopped at the U.S. Customs check point in 
Detriot, coming in from Canada. Some, perhaps 
most, were eventually released but only after U.S. 
Customs agents had contacted the chip buyers 
(on the telephone) to make inquiry as to the value 
and purpose of the‘computer chip’ being shipped 
in through Detroit X-ACT, we understand, adjusted 
the format of their shipments and their U.S. Cus- 


toms declaration form attached to each package 
as a result of the Detroit border crossing incidents. 
X-ACT subsequently began shipping from in-side 
the U.S.A. 


January 21st 


While the major action against chips occurred 
on January 19th as the second group returned, 
there were other incidents as well. Those who 
returned on the 16th, without questioning, would 
later be visited, as noted previously, by U.S. Cus- 
toms or ‘other federal agents. They wanted the 
chips brought back turned in and they wanted 
information. 

January 21st, returning to Miami on ascheduled 
(Pan Am) flight were several participants. ‘Doctor 
Stevens’, one of the primary speakers to the event, 
was stopped with his family as he went through 
Customs. “Doctor Bepko” (addressing him by his 
real name) “we would like to speak with you...”. 
And they did,for approximately two hours. The 
doctor relates that he was asked many questions 
about the Summit, how he was paid for his ap- 
pearance, and what he ‘taught’. “Il ended up 
essentially giving them my full talk’ he reported. 
He was told by the Customs personnel “If we 
were going to detain you, we would first be read- 
ing you your rights”, an indication up front that 
their detention was temporary and they were not 
prepared to file charges. 

Another passenger on the same Pan Am flight, 
Bill Miller employed as a news and cameraman 
for Boresight TV News, was required to turn over 
to U.S. Customs some 61 (20 minute) videotapes 
from Provo. Five days later, after customs had 
duplicated the tapes, they were returned to Bore- 
sight. Boresight would attempt to file a complaint 
alleging violation of the First Amendment pro- 
cess with the tape detention but as of our closing 
date for this report there was no action on that 
filing. 


January 22nd 


The third and last group left Provo without any 
chips and returned to Fort Lauderdale on January 
22nd. When advised of the detention of chips on 
January 19th, Coop told the third group “U.S. 
Customs has raised the question of copyright 
infringement regarding the chips donated to the 
seminar by the chip suppliers. It is our under- 
standing customs has 30 days to review the 
contents of the chips and reach a decision on 
whether the chips do indeed actually violate 
someone's copyright. Although the chips were 
donated to the Summit by chip suppliers, we can- 
not allow you to take the chips home with you nor 
can we ship these chips to you until such time as 
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U.S. Customs has ruled on the copyright ques- 
tion. If the chips are in violation of copyright(s), we 
will ask the chip suppliers to reconfigure the 
chips so they do not violate copyright Only after 
they do not violate copyright will we release these 
educational chips to you”. Word that the third 
group had no chips with them reached Fort 
Lauderdale customs before the group did. An 
announcement was read to the group as they 
assembled in the immigration area and the 
returnees were‘warned that if any did have chips, 
detection of the chips would result in their imme- 
diate arrest There were no arrests. 


January 23rd 


Stragglers from the last session and additional 
speakers returned to Miami on the Friday PanAm 
flight. People returning from Providenciales were 
asked by customs personnel ‘Do you have any 
illegal scrambling devices?’. None did and there 
were no incidents. 


January 24th 


The last of those who stayed on for a few extra 
days in the sun returned on the Pan Am flight on 
Saturday through Miami. None were asked any 
questions outside of the normal questions asked 
of all people returning to the United States. None 
had chips or chip equipment with them. 

Between the initial retention of chips and asso- 
ciated materials on January 19th and the normal 
returns of January 24th, the direction of U.S. Cus- 
toms did seem to change. The detentions of the 
19th were all linked to ‘possible copyright 
violations’. By the 22nd, there was little or 
nothing said by U.S. Customs agents concerning 
copyright; their then-stated concern had shifted 
to their belief that possession of a chip was tan- 


tamount to somebody planning to conduct ‘a 
crime’; ie. if you have burglary tools in your posses- 
sion, you are planning to commit a burglary. 

Aswe goto press with this report, there has been 
no formal statement from U.S. Customs concern- 
ing the status of the alleged copyright violations. 
The chips are still being held and customs is 
under no obligation to release either the chips or 
a statement until the 18th of February. 

U.S. Customs activity then moved into the field. 
Returnees from the first Summit session, spread 
all over the United States, began receiving visits 
from customs personnel on Sunday the 25th. 
There are conflicting reports; in some instances, 
the personnel conducting the field operations 
identified themselves as U.S. Customs. In other 
cases, agents from ‘FBI and ‘Treasury were 
reported. Inland, away from regions where cus- 
toms operates, there would be a reliance on non- 
customs personnel to fulfill the mission. The 
questioning of each Summit person, as reported 
to us, was similar. 

“Doyou have chips from the Summit?” and“How 
much did you pay for the chips?”. 

The questions reported sounded more like the 
questions used on the original January 19th 
search and seizure than those modified ques- 
tions that appeared in South Florida later in the 
week. There is an explanation for this; the field 
operation instructions were prepared closely 
following the 19th while customs was still focus- 
ing on the copyright aspect of the chip question, 
and as the South Florida direction for the opera- 
tion changed emphasis the instructions were not 
relayed to the field agents working elsewhere in 
the country. 

But the real ‘news’ was ahead; chip ‘signatures’ 
would become a new problem as January turned 
into February. 


BUT Is It Final? 


Reaction to the ‘news’ that U.S. Customs had 
detained chips from the January 19th returning 
group hit hard with the third session. First there 
was concern for their own return; would there be 
tough questioning? How long would people be 
detained? How much hassle might occur? 

A handful decided they would not return on the 
chartered flight and made alternate arrange- 
ments. Coop’s decision not to release any 
additional chips until U.S. Customs made their 
determination was received with mixed reaction. 
Attendees from various Caribbean islands, and 
central America were especially upset that they 
could not take their chips home with them. They 
understood that because they were to pass through 


THE FINAL 


12 BYTES 
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the United States to their homes why they also 
could not be given chips, but the decision stung 
none the less. 

The focus was still on‘copyright?. A lively discus- 
sion, on January 22nd, undoubtedly reported to 
U.S. Customs by one or more in attendance went 
like this. 

“The most simple change in the EPROM 
program resulting in a working, modified chip 
is a12 byte change that gives you a 3-Mus- 
keteer program. Suppose that 12 byte change 
was released into the ‘public domain’?”. The 
discussion was from the floor and attendees. 

Material is copyrighted as a protection for per- 
ceived revenue to be earned by the copyrighted 
material. ‘Public domain’ simply means that 
material is ‘freely circulated’ without compensa- 
tion in one or more forums which any member of 
the public can avail him or herself of. A public 
library is where one finds material in both the 
private and public ‘domain’. 

“What would happen to ‘the system’ if those 
who know and understand the musketeer 
approach, for example, were to publish the 12 
byte change and instructions for its use widely, 
so that anyone with a small computer and an 
EPROM burner could simply make his own 3- 
Musketeer chip?” 

Additional discussion ensued. Why would 
somebody do this, if they had a perceived to 
be ‘proprietary, income potential interest in 
keeping the 3-Musketeer technology to them- 
selves? 

“On the assumption that GI had no real 
defense against the 3-Musketeer software 
program, if this technique suddenly became 
widely disseminated and widely practiced, there 
would be a wholesale break down in the Video- 
cipher system.” 

The reasoning behind this discussion then 
became clear. Those proposing that the ‘12 byte 
solution’ be released into ‘the public domain’ 
were actually suggesting a ‘retaliatory response’ 
to a‘Gl (etal) strike’ against the underground that 
had created the various musketeer and clone 
‘solutions. 

“If the people attending and speaking at 
the Summit are pushed too hard by‘the author- 
ities’ then the technology should be widely 
distributed using computer BBS (Bulletin 
Board Services) all over the United States and 
Canada. This should include not only the mus- 
keteer technique but the clone key extraction 
process as well.” 

Back last fall when the first clone key extraction 
process was made towork, only a small handful of 
people were involved. But as the process was 
refined, the circle of those with the knowledge 
spread. Atthe same time, at least one individualin 


the inner circle apparently began to deal in key 
extraction as a commercial enterprise. Using a 
‘donated’ VC2000, this individual extracted its 
keys from the pre-authorized (and working) 
and began to distribute those keys to selected 
people; for a fee. At the time, the individual who 
had donated his working unit for temporary 
research was not aware that this individual was 
extracting its key number and reselling that ID 
number as a commercial property. 

Anumber of people purchased the cloning pack- 
age from this individual and some of these people 
figured out how to duplicate at least the cloning 
process using that number. They did not figure 
out how to extract their own keys; that being, at 
the time, a relatively guarded secret With the 
speed of a fast traveling EPROM burner, this par- 
ticular unit ID number became the basis for, a 
number of cloning cells all across the United 
States; even offshore in the Bahamas. 

Recall now the ‘European’ or ZITS chip system 
first shown in public at the Descrambling Summit. 
The chip seemed ‘magical’ and the technicians 
with the chips related that it had the ability to 
‘read’ and ‘capture’ a data stream contained 
‘authorization number. Recall also that there 
were skeptics from the cloning and musketeer 
technology camps who did not believe that was 
how the chip actually worked. 

The Summit ended with the true nature of the 
European chip unresolved but the research to 
decipher the chip’s contents continued. Three 
days after the Summit closed, there was a 
breakthrough. 

Using equipment ‘abandoned’ from the Summit 
speaker hardware supply, the content of the 
European Chip was revealed byte for byte. There, 
buried in the program was a unit ID number. It 
stuck out like a flag because that same number 
had been found in the cloning series chips that 
had originated with the original ‘donated for 
research’ VC2000 unit just discussed. The Euro- 
pean chip, like many others sold under other 
names, was using this same unit authoriza- 
tion number! 

The use of the single unit ID number did not stop 
there; within days; various sources in California 
and Hawaiiturned up with the exact same 1D num- 
berinthem. Remember, all of this originated from 
aVC2000 that had been donated for research on 
a temporary ‘loan’ during which its number had 
been extracted and then the unit was returned to 
its owner. 

On February 2nd around 4 PM eastern, all of 
the units ‘sharing’ that same number clicked 
off. The ID number of the original unit started off 
with zero one zero one A, and continued. 

Because of the representations before the Sum- 
mit that the European chip ‘stood outside of the 


authorization stream’ and required no turn-on 
through the GI uplink control center, the chip 
must be labeled as a ‘fraud’. It did require an 
authorization number, its own, secret although 
well buried authorization number being used 
unbeknownst to its owner by a growing universe 
of chip sellers from Hawaii to the Caribbean and 
all points between. Undoubtedly, many TVRO 
dealers were using clone masters which were 
keyed in one form or another off of this particular 
unit Some of the chips sold, like the European 
chip, attempted to disguise the real design 
parameters of what was being sold by making 

claims similar to (or identical to, in the case of a 

‘California package’) the European chip. A three- 

chip set, which includes a ‘repair chip’, a ‘loader 

chip’ and a ‘consumer/authorization chip’ falls 
into the same (perhaps identical) family as the 

European chip. A two-chip set involving a loader 

and a consumer/authorization chip is simply a 

‘cheap version’ of the same family. They are all 

frauds. 

Other chips, discussed but not shown at the 
Summit, claimed other parameters: 

1) “Our chips installs in the U30O position and the 
user gains access to the video on all (scram- 
bled) services. 

2) “The user then calls a telephone number where 
after having his Visa or Mastercharge card 
debited by $250 he is given a number to enter 
into the Videocipher using the front panel 
keyboard.” 

A ‘video only’ preview chip is available in the 
marketplace for $49.95. It may or may not by legal 
to use one in a satellite store for display of the 
video (only) of scrambled transmissions as a 
‘sales tool. Adding audio, by calling a telephone 
number and paying for the service, sounds very 
much like a perhaps sophisticated cloning ser- 
vice. Someplace the operators of this system 
have a clone-master hidden away and by using 
the telephone charge ploy your unit equipped 
with their chip is being added to a clone universe. 
3)“We can add WOR (a cable only service) 

because we have changed the unit to a cable 


THE End? 


| was an attendee in the Descrambling Summit | have beena 
dealerin the dish industry since 1980 and have participated in 
awide range of industry events including the trip by 25 people 
(myself included) to Sri Lanka to install those three dishes for 
Arthur C. Clarke in 1983. | consider myself a pioneer in every 
aspect to the world and have learned through Coop's seminars 
and publications how to survive in what has been the most 
exciting years of mylife. | truly love the home dish industry, and 
the people who have been a part of it from the very beginning. | 
covet memories of private conversations with Taylor Howard 
concerning feed design, Clyde Washburn concerning LNA 
parameters and the dozens of other one-on-one situations 
which the industry has provided. 
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address designation. That means we have 
eliminated the unit ID number and the unit will 
now have a‘00OO0O...’ address.” 


It turns out that if two bytes of information are 
changed in the EPROM program for U30 (to A 
zero) the WOR signal is unscrambled. Units that 
claim they are ‘0000...’ identified are merely hid- 
ing the real unit ID number behind a false set of 
data and the‘A zero’ designation has beenwritten 
into the software routine additionally. The A zero 
designation could be added to the proper pointin 
virtually any program, including musketeer and 
clone, to add the WOR service. 

In the final analysis, it comes back to there being 
two viable techniques and they are cloning and 
musketeering. Any other variety that appeared at 
or was described during the course of the Summit 
was a variation of one, or in the case of the Euro- 
pean chip, both. By combining the features of 
cloning (through a hidden master-master unit) 
with the features of musketeer, you end up with 
several different ‘marketplace varieties’ that allow 
the sellers to make their own unique ‘claims’ for 
their products. But, the vulnerablility of the chip to 
anti-clone or ant+musketeer countermeasure from 
the GI uplink center does not change. In spite of 
the‘extra wrinkles’ added by the clever marketeers 
of chips, the basic chip functions remain the same. 
And that, after the U.S. Customs search, the 
grabbing of video tapes and the harassment of 
individuals who participated in the Summit is the 
bottom line for this point in time. 

Is there a stand alone box that truly works out- 
side of the Videocipher authorization stream? The 
answer clearly seems to be no at this point in 
time. 

Will there be a stand alone box at some future 
point? Gl is betting the answer is no, and while 
clearly embarrassed by the musketeer/clone 
advances to date remains confident that no such 
clandestine box will appear in the marketplace 
soon. 
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Like many others, | have made a living but | have not gotten 
wealthy in TVRO. There was always a new piece of test equip- 
ment ora new receiver or antenna to try out and through it all! 
have been an enthusiastic supporter of new technology and 
new product innovation. 

lam not quite sure why | attended the Descrambling Summit 
Perhaps it was the opportunity to actually visit Providenciales 
after reading Coop’s reports for seven years. Perhaps it was 
because scrambling was another mountain to climb and | 
hoped to be able to learn more about the mysteries of 
descrambling. Perhaps it was because it was mid-January and 
we were up to our eyeballs in snow in New York City. 

Because | was at the front of the line returning through U.S. 
Customs on January 19th, | was one of the first to be detained 
and questioned. | was the fellow who got into an argument 


COOP’S 


with customs concerning a bottle of liquor and a necklace 
purchased on Provo. And | was the fellow who was so incensed 
about the way an agency of the U.S. government treated me, 
asa fellow American and asa human being, that | rushedto the 
telephone once clearing customs to telephone every news 
media agent | could find in the yellow pages. | watched in 
complete disbelief as a dealer from South Florida was man- 
handled and badly mistreated by the customs people. | 
witnessed his anger and frustration because he evidently, like 
me and most others, believed that the U.S. Constitution wasa 
viable, living document and that the individual liberties of 
citizens was paramount to our citizenship. | do not care to 
recite the arrogance or manhandling of dealers returning to 
Fort Lauderdale but | have to observe that the customs per- 
sonnel plainly thought they had uncovered the most hideous 
group of smugglers in the history of America. Here they were, 
dressed in jeans andT shirts, suntanned and sporting accents 
from the hills of Kentucky and the plains of Texas or the sub- 
urbs of Chicago all obviously(to customs) trying to undermine 
America. The attitude of the customs people was straight out 
of a SWAT-team movie or TV show. They pounced on these 
typical TVRO dealers as if they were carrying millions of 
dollars in cocaine or heroin. The dealers were abused and like 
anyone not suspecting such a reception, frightened and 
uncertain how to respond. 

After! made the telephone calls to the mediaand| sat outside 
the customs hall collecting my wits, | began to reflect on what 
has happened to this industry. Anyone who went through the 
customs detention on January 19th was scared and perhaps 
now scarred for life. | am totally disillusioned from this incident 
concerning not only the TVRO industry future but the country | 
live in. And that is very sad, indeed. 

The home dish industry which Coop, Taylor Howard and 
others started in 1979 was such a perfect field to be involved 
with. It brought to people who needed a basic commodity of 
life that commodity at a fair and reasonable price. It enriched 
the lives of those it touched and it provided a perfect oppor- 
tunity for small people like myself to go into business for 
ourselves and to let our talents and capabilities carry us as far 
as we could go. The industry was the perfect example of the 
‘Peter Principle’; each of us had unlimited opportunity to 
advance as far as our abilities, talents and energies would 
carry us. 

The home dish industry was the total window of America at 
work; small firms each competing vigorously with one another 
at every level, each trying to improve the quality of the product 
or service. | worked very late and got up very early for nearly six 
years, looking forward to each day with great enthusiasm and 
vigor. Every new installation was a new challenge; every trou- 
ble call was an opportunity to learn something new. Every 
trade show was a period of great excitement and the oppor- 
tunity to see and evaluate everything these small companies 
had to offer. On a personal level, the industry gave me the 
opportunity to join a group going to visit Arthur C. Clarke and | 
cherish my occasional correspondence with ‘father Clarke’ 
and my memories of that visit 

All of this and more came crashing down around my ears as 
the U.S. Customs agents thrashed us verbally and as | wit- 
nessed the dealer from Florida gasp in disbelief as a customs 
agent with great ceremony turned his suitcase upside down 
and dumped the contents crashing to the concrete floor 
below. Here they were, the backbone of a once proud and 
great industry being subjected to the indignities of an 
overzealous and totally uncaring federal police force who 
somehow equated our trip to Provo with smuggling and our 
home dish industry with those who run upand down the south- 
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ern coasts in 100 mile per hour Cigarette boats. 

| truly wanted to cry, on the spot | wondered to myself how 
ArthurC. Clarke would have reacted if he saw this ultimate and 
perhaps final chapter being written in his dream for worldwide 
mass communications via satellite. Where and how did it 
go wrong? 

Only days after | returned from the Summit, | was engaged to 
troubleshoot an installation for Ku band. The company hiring 
me was HBO/Time Life and the scene of the troubled Ku band 
installation was the home of Henry Luce, Ill; the present 
generation survivor of the founder of Time/Life. The home had 
three VC2000 units and as a perk for top management they 
have HBO, Cinemax and Festival in their homes via RCA’s Ku 
band bird. One of the VC2000 units did not work and an 
aggressive, know-it-all engineer from HBO was on hand to 
‘help me’ troubleshoot the installation. He insisted the prob- 
lem was in the dish or the cable or the receiver. Two of the 
VC2000s in the Luce home workedfine; only the third did not | 
applied what | learned at the Summit about trouble shooting 
Videociphers and! knew the problem was the Videocipher. He 
insisted it was not and wanted me to replace the dish and the 
LNB and the cabling and the receiver, one at a time. | was 
equally insistent that the problem was the VC2000. For two 
hours we argued, needlessly, and his attitude towards me was 
that‘l was dumb, he was smart, and besides Videociphers 
never break (never break, never break..)!. | became so irritated | 
decided to walk out; simply write off the time spent | started to 
do this and as his back was turned | whipped ina VC2000 from 
another location in the home which was working and instantly 
we had service on the third set It was no surprise to me; the 
faulting unit was getting ‘no hits’ at all, something | learned 
about at the Summit, and | knew it therefore could not be 
authorized. As he went back to get a replacement VC2000, 
and | left the job, | thought to myself‘Perhaps it will be a small 
gesture, but | am going to turn over the money | (eventually) 
collect for this service call to the Boresight Legal Defense 
Fund. Indirectly, HBO/Time/ Life will be helping to support the 
legal defense of those poor people who somehow find them- 
selves in the same position | found myself in as | cleared U.S. 
Customs on January 19th. 

Every industry has growing pains. This industry has been 
going through a‘ massive seizure’ pain for 13 months. Our one 
and only hope to revive the industry is to somehow convince 
the U.S. Congress that without legislation, millions of Americans 
will never have access to the information, education and data 
banks which are so commonly available in urban and subur- 
ban areas. There is no remaining central leadership in TRVO, 
and those few like Coop who have tried to keep us advised and 
knowledgeable are now being attacked as individuals. Whena 
U.S. Customs person said “We are going after that guy 
Cooper and the fellow from Baltimore”, | knew that some- 
how the priorities of this nation were out of balance. If Henry 
Luce, IIl can have three Videociphers in his home and the rest 
can only have two, if U.S. Customs can dump on a group of 
TVRO dealers because they have tried to better understand 
their changing business world, if | can have a necklace pur- 
chased on Provo confiscated or if Shaun Kenny can be 
declared‘an outlaw by Taylor Howard and others, and banned 
from future trade shows... perhaps it is time to close up shop. 

John Zelenka 
New York, N.Y. 


The TVRO industry was a dream. It has now taken on 
some aspects of a nightmare. Those who survive may well 
become mutants cast in the same mold as the HBO 
engineer John met at the home of Henry Luce, III. 


CANCOM warning users of Oak Orion P units in Canada 
‘tampering surcharge of $100’ will be assessed on P units 
returned to firm for refurbishing. CANCOM having problems 
with people attempting to install Oak scrambling defeat chips 


and botching job. 
SWEDISH national television services using | west Intelsat 


have adopted C-MAC as fulltime transmission standard. Prior 
transmissions were in PAL format 
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FCC has approved 100 watts per channel, for 16 channels on 
Ku band for Direct Broadcast Satellite Corp. Firm has RCA 
building the satellite for early Ku band service. 

RCA AMERICOM having problems getting FCC approval to 
increase power on jointly-owned-with-HBO Ku-3 satellite 
from 45 to 60 watts. Other satellite operators located in adja- 
cent positions to Ku-3 are opposed. 


PBS says, when it has to replace their transponders on W4 in 
1992 orso, it will need to expand from present four transpon- 
ders to as many as 7. National Public Radio will need two full 
transponders by the same time. 


FCC, now certain that those firms holding permits to operate 
high or medium power Ku band ‘DBS satellite will probably fail 
in commercial world, has decided to allow the early DBS opera- 
tions to sell an amount of transponder space for data and 
voice use. 

SWEDISH Tele-X satellite system may be changing plans 
from original two channel, 230 watts per channel approach to 
four channels, 115 watts per channel. Group now feels higher 
power is overkill, and having more channels would be useful. 

SCIENTIFIC-Atlanta has made it formal, dropping out of 
TVRO field. Firm has sold remaining consumer equipment to 
Idaho distributor and is unlikely to return to home dish field. 

SATELLITE Theater Network, created to allow movie theaters 
to function as ad hoc conference halls for teleconference 
applications, is now operational with Ku band feeds. Twenty- 
five network sites scheduled to be functioning by mid ’87. 
Details from 800/423-8907. 

HALF-priced ‘Standard D’ satellite terminals for Intelsat 
being offered by S/A. Firm is creating marketing package for 
Intelsat member countries. 

HI-NET Communications making changes in GStar fed net- 


work, adding pair of pay-per-view movie services (possibly 
dropping ESPN, CNN Headline, Showtime from individual 
motel systems). 

LOWER noise LNB created by firm called Swedish micro- 
wave claims 1.5 dB noise figure for Ku applications. Price is 
said to be as much as 4 times greater than 2.2 to 2.5 dB units 
previously available; firm is made up from personnel formerly 
with Luxor. Telephone is +46 141 16135 in Sweden. 

SCIENTIFIC-Atlanta has sold 38 terminals to Oklahoma 
University for state-run educational network. 


KSAT radio is now on T3038, transponder 18, on 6.48 MHz 
subcarrier with narrow audio deviation. The service is also 
operating 24 hours per day with a musical program service 
during the non-talk show periods in the evenings. 

FUTURE COMMUNICATIONS, the Colorado based firm 
which has been promoting what they claim to be the world’s 
first steerable flat-plate satellite antenna, is under investiga- 
tion by US postal authorities. According to postal officials, 
they have received complaints from TVRO dealers accusing 
the company of fraud. 

PANAMSAT, the US based firm that plans to launch a 
Caribbean-South America commercial C and Ku band satellite 
in 1987, has purchased ownership of the six Ku band tran- 
sponders on its satellite. In a complicated ownership 
structure, PanAmSat was to own the C band channels while 
Cygnus was to own the Ku channels. 

USIA has installed Molniya tracking antenna system at their 
Washington, DC headquarters. 


RSI, now owner of Laux Communications, will supply 1,000 C 
+ Ku band TVRO antennas to unnamed overseas customer. 
Value of order is said to be $600,000 which works out to $600 
per antenna 


DH SATELLITE LOCATIONS: 
TOLL FREE ORDER NUMBER 


1-800-392-6884 


In Prairie du Chien, Wisconsin 


DH Satellite 


SPUN SOLID OR PERFORATED ALUMINUM ANTENNAS 


© SIZES 2’ THRU 16’ 
¢ 10 YEAR WARRANTY 

e POLAR MOUNTS AND FEED SUPPORTS 
¢ BAKED ON URETHANE PAINT 


¢ MOST ANTENNAS MADE ON EXACT MACHINED 
STEEL TOOLING WITH AUTOMATIC EQUIPMENT 


¢ COMPLETE ELECTRONICS SERVICE CENTER 


Over 100,000 Sold In 1985 - Very Accurate - DH Spun Is Best For KU 


P.O. Box 239 ® Prairie du Chien, WI 53821 © Phone: (608) 326-8406 
P.0. Box 832 © Mt. Pleasant, PA 15666 © Phone: (412) 547-6160 
P.0. Box 577 © Buckeye, AZ 85326 © Phone: (602) 386-7131 

P.0. Box 462 © Waseca, MN 56093 © Phone: (507) 835-4454 

P.0. Box 7521 © Tifton, GA 31794 © Phone: (912) 382-3867 
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DIAL THIS NUMBER - 


305/771-0575 ‘MY 


To reach CSD’s 
SCRAMBLE-FAX 
HOTLINE! 


24 hours per day, seven days per week, 
you can receive a free updated report on 
the latest happenings inthe TVRO‘scram- 
bling world’ by calling our SCRAMBLE- 
FAX HOTLINE. When important news 
breaks, when important announcements 
are made, you learn first from SCRAM- 
BLE-FAX HOTLINE. 


SCRAMBLE-FAX HOTLINE IS A ‘be- 
tween issues updating service’ for CSD’s 
highly acclaimed and frequently quoted 
SCRAMBLE-FAX NEWSLETTER. On the 
‘Hotline’ you will learn about the latest 
scrambling schedules, where program- 
ming services may be ‘bought for the low- 
est dollar, who is working on the anti- 
scrambling. News you need to know, when 
you need to know it. Best of all, it is ‘free’; 
you pay only for your telephone con- 
nection. 


NOW, if having all of the relevent facts 
concerning scrambling is important to you 
and your business, you will want to order 
our SCRAMBLE-FAX NEWSLETTER, and 
complete information for ordering this 
newsletter is found to the right. 


VIEW’ 


by Peter C. Sutro 


Associate Editor/CSD 


The town of Prairie du Chien, Wisconsin(popula- 
tion 6,000), is located near the confluence of the 
Wisconsin and Mississippi Rivers. It was here that 
the first white men, Father Marquette and Louis 
Jolliet saw the great Mississippi. They had travelled 
westward from Michigan to Green Bay, ascended 
the Fox River to a portage that crossed to the Wis- 
consin River, and entered the Mississippi near 
present day Prairie du Chien, on June 17, 1673. 

It was here that Franklin (Frank) Weeks started 
a modular and mobile home manufacturing plant 
in 1965 called Design Homes, Inc. which has 
flourished over the years and now produces 
homes in five separate locations. In 1982 Frank 
became fascinated with satellite television and 
started to produce high quality parabolic anten- 
nas using spinning technology. This technique 
consist of placing an aluminum blank on a lathe- 
like device equipped with a mandrel which is 
tooled to exactly match the parabolic shape 
desired. The blank and mandrel are then spun 
rapidly while a steel or nylon roller presses the 
blank against the mandrel and forms it to the 
exact shape. It is an extremely accurate and cost- 
effective way of metal forming and avoids many of 


DH’s FRANK WEEKS with sampling of product line. 


450 POUND aluminum blank is loaded into position for 
spinning of monster 16 foot dish. 


the metal spring-back problems associated with 
stamping and hydroforming. 

Additionally, one mandrel can be used to 
produce almost any diameter desired, although 
typically one mandrel is used to spin antennas 
from 2 to8 feet, another from 4 to6 feet, another 
from 7 to 11 feet and yet another from 12 to 16 
feet The f/d ratios vary according to the diameter 
but typically are between.3 and.4. 

At the height of the TVRO sales era, October 
1985, DH reacheda monthly production record of 
16,000 antennas and has produced over 200,000 
antennas since its inception. DH is now looking to 
the Ku-Band market which is ideally suited to the 
spinning technology because of its very close 
tolerances. A32” antenna(the largest size which 
is UPS shippable) is capable of receiving accept- 
able signals from K1 and K2 as well as the SBS 
satellites. | would suggest that any dealer interes- 
ted in learning about Ku-Band technology invest 
about $300 in the DH Ku Starter Kit consisting of 
the 32” dish, a Ku-Band LNB and a 12 GHz 
Polarotor. You can carry it around in the trunk of 
your car and demonstrate it to prospective cus- 
tomers. DH also produces a polar mini-mount for 
dishes up to 5 feet. The day of Ku-Band is fast 
approaching. 

DH has also found a large market in Europe 
where the main satellites (ECS-1 and Intelsat V) 
are viewable over most of the continent on anten- 
nas from 1.0 to 1.5 meters, while in Israel and 
North Africa antennas of 2.4 meters and up are 
required. Inthe U.S. an interesting application for 
the small antenna is for the Japanese-language 
program which will be launched on K2 in April. 
This joint venture between the Japanese broad- 
casting company, NHK, and Yomiura World 
Television of Los Angeles will bring 9 hours of 
Japanese broadcasting on a same-day basis to 
Japanese-speaking residents of the U.S. A DH 
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IF YOU must know more about the true 
status of satellite scrambling, worldwide, 
you need the current issue of SCRAMBLE- 
FAX ™. Its all here; the latest research 
knowledge on Oak Orion, Videocipher and 
even B-MAC. Who is using it, where, and 
how the systems work. 


JUST THE FACTS. A one-stop reference that 
strips the mystery away from scrambling and 
presents to you the information you need to 
know to understand the strengths, and, the 
weakness of each scrambling system. How they 
are beaten; where and why they will not be beaten. 


SCRAMBLE-FAX researches the private 
scramble-busting efforts worldwide and focuses 
on the progress to date. It explains the techni- 
ques, and the blind alleys and traps built into 
the systems to prevent unauthorized intercep- 
tion. Scramble-Fax explains sources for 
equipment and warns you about dealing with 
unethical firms. Scrambling-Fax is ‘the source’ 
and that says it all. 


EACH ISSUE of Scramble-Fax is complete; a 
timely update on all that is important and perti- 
nent in satellite scrambling. The price is $10 
per issue and it is shipped airmail to you the 
same day you order. Call today between 9AM 
and 4PM (eastern) with Visa or Master-charge 
card in hand; 305/771-0505. OR, send your 
order with payment(in US funds) to CSD Maga- 
zine, P.O. Box 100858, Ft Lauderdale, Fl 33310. 


SCRAMBLE-FAX HOTLINE? Call 305/771-0575 fora free 
3-minute update on the latest in scrambling! 
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Danex 6' Antenna $99 
Danex 7'4" Antenmna $149 


Alcoa 6’ Antenna w/patio mount $169 

Prostar XR-1 Receiver $229 

M/A-Com LNB $59 

DX 700A Receiver $289 

PROSAT 230 Actuator $149 

GOLDSTAR TVs-Monitors-VCRs 

19° MONITOR/TV $260 

25" MONITOR/TV $475 

NATIONAL SATELLITE COMMUNICATIONS 


1-5 168-383-2211 (NEW YORK) 
1-305-851-4738 (FLORIDA) 


IMMEDIATE DELIVERY 


FROM STOCK ON OVER 900 
CABLE, CONNECTOR & 
SMATV PRODUCTS! 


WIRE & CABLE CONNECTORS SMATV 
© Coaxial/RG © Type N © Modulators 
© Cable Assemblies © Type C, LC © Distribution Amps 


© Multiconductor © BNC © Taps 

© Plenum/Teflon ¢ TNC © Splitters 
(NEC 725, 760, 800) © SMA 

© Alarm © Type F 


© Switches 

© Transformers 
© Computer/Low-Cap © UHF © Trunkline 

© Telephone © Twinaxial © Traps 

© Hardline © D subminiature © Jumper Cables 
© Satellite Control © Crimp/Solder 


ACCESSORIES 
¢ Crimping Tools * Test Equipment * Coax Seal 
e Power Filters * Cable Ties * Shrink Tubing 
COMPLETE LINES 
Amphenol, Kings, Columbia, Cablewave 
B&K, Tyton, Blonder-Tongue, Coleflex 
ORDER TOLL-FREE 
Nationwide: 1-800-327-5999 
Florida: 1-800-52-CABLE / Telex: 532362 


ELECTRONICS INTERNATIONAL 
He EMAL 12240 N.E. 14th Avenue 
N. Miami, FL 33161 (305) 893-3924 


36” dish will be used and a special receiver and 
decoder will be produced by Anderson Scientific. 
1,500 systems have been ordered to date. 

DH also produced antennas onan OEM basis for 
numerous companies. It has recently entered the 
mesh antenna business with the Black Shadow 
line in 12’ and 16’ diameters. Another new prod- 
uct is a 6’ perforated antenna designed to be 
mounted on a motor home or RV. Because of the 
antenna’s wide beam angle, satellites are very 
easy to locate. 

| was atthe DH Antenna plant on January7 when 
the first 16 foot Ku-Band (!) antenna was spun. 
While this may sound ridiculous as it is equivalent 
to a50 foot C-Band antenna, it was required bya 
Texas-based company, TI-IN Network, Inc. which 
is in the business of up-linking high-school level 
instructional programming toschools throughout 
Texas and, eventually, throughout the U.S. Since 
TI-IN is using a half transponder on Spacenet 2 
together with GI's Starlok encryption system, they 
require a very high gain antenna. In better foot- 
print areas an 11 footer was sufficient but in fringe 
areas such as southern Texas a larger reflector 
was necessary and DH agreed to spina 16 footer 
with Ku-Band tolerances. As can be seen from the 
photographs, this involved a hugh mandrel of wood 
mounted on a railroad car axle weighing in total 
over 18,000 pounds. The aluminum blank was 
made of two pieces of %” coil stock welded together 
and trimmed to round weighing over 400 pounds. 
When spinning, the outside rim reached speeds 
of 60 MPH and the strength required to complete 
the two hour process would exhaust most men 
less skilled than DH’s master spinner, Vic 
Junkers. He hung in there until finished and, at 
the end, he looked as if he’d gone 50 rounds with 
Rocky. For shipping purposes, these 11’ to 16’ 
dishes will be ribbed and cut into halves or quar- 
ters. DH is also experimenting with cutting 6 footers 
for UPS shipability. 


THE 16 FOOTER at the half-way point. 
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ae GREEN SHEETS 


SATELLITE 


A MONTHLY trader's forum allowing industry 


DIGEST ) promotion for surplus, outmoded and hard to 
find equipment. 


THIS segment of CSD functions as an international buy/sell/swap and trade forum for equipment related to TVRO, cable, and (low power) 
broadcasting. Subscribers to CSD are allowed one FREE listing in Green Sheets per subscription year (forms to submit copy available upon 
request). Subscribers are also allowed additional listings at a discounted rate of $25 per listing. Display advertisers in CSD are allowed 
unlimited use of Green Sheets at a rate of $20 per listing. All others are charged $35 per listing; all orders must have payment enclosed, no 
invoicing or billing (you may charge your listing to your VISA or Mastercharge however). All Green Sheets listings are carried for a single 
month with a 100% ‘roll-over on the 1st of each month. Deadlines: 1st of month for that (current) month's listings. A ‘full' listing consists of 120 
letters, numbers and spaces between words or numbers. Print or type all listings submitted; over-long listings will be rejected or edited by 
CSD. CSD provides this service without responsibility for the character of the listings and cannot validate the integrity of the listings or listors; 
Caveat Emptor! Submit listings to CSD, P. O. Box 100858, Ft. Lauderdale, FL 33310 or call in listings not later than 1st of month to 
305/771-0505 between 9AM and 4PM eastern; have VISA or Mastercharge card handy when calling. 


INSURANCE AND PRIVATE PARTY REPAIRS: SPECIALIZED ALARM SOUNDS UPON VCR MOVEMENT $39.95 RTL, $19.95 
IN REPAIR OF MOUNTS, DISHES AND ADD-ONS. STAN WHSL. (209) 286 0464. 
MFG - (815) 432 5271. 


FOR SALE - LULY 9’ DISH, 1-UNIDEN 7000, 2-KAULTRONICS 
10’, 1-MASPRO SR2, 1-DR60i1 TREST SET. MAKE OFFER - 
NO VCR THEFT WITH VIDEOLOK ANITHEFT CASSETTE 988 CALL (503) 726 2014 EVENINGS. 


TI PROBLEMS ? 


ASP, INC. INTRODUCES AN INNOVATIVE NEW PRODUCT TO 
HELP SOLVE YOUR TI PROBLEMS. IT’S CALLED THE TELEPHONE! 


HERE IS WHAT WE HAVE 


TO OFFER: tel © e © phone, tel’ ¢ © fOn"’, 7. An ¢ F ' ) 
: apparatus for the transmission of 
© Technicians with years of experience in sound, The best known instrument for TEX 
awe combating Terrestrial Interference. [es ta) 
© Free brochures on proper interference 
filtering. 


1-800-TI-CURES 
TOLL FREE TECHNICAL ASSISTANCE 


In the past two years, thousands of satellite dealers have 
taken advantage of ASP, Inc.'s free help with their 
terrestrial interference problems. In the process, we have 
accumulated a tremendous amount of data on what works 
and what doesn’t. In many cases, changing an antenna or 
installing a filter is all that is needed. Instead of getting the 
Tun around or wasting time trying ineffective solutions, get 
the most effective techniques available by calling us 
toll free. 


© Recommendations on proper diagnosis, 
TVRO equipment, site survey 
techniques, and much more. 

¢ A book on how to solve your most 
difficult installation headache for only 
$9.95 

© The best engineered I.F. filter devices 
at very reasonable prices. 

© The most effective approach to 
eliminating lost sales due to terrestrial 

interference. 


Why Attempt A Terrestrial 
Interference Installation ac \ \ 
Alone When ASP, inc. Is ASP. tne. 


As Close As Your 1-800-TI-CURES 3341 Holwyn Drive 


Yelephone? Call Today.... Lexington, Kentucky 40503 
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COOP/ Continues from page 5 


To make this work, the FCC has tostep-in(perhaps out 
of recent character) and start to apply some cautious 
direction. They have to get people thinking about how 
they will benefit from such a dramatic change in American 
television policy. The recent Washington demonstra- 
tions of ‘compressed HDTV is a first toe in the water. 

The National Association of Broadcasters and the 
Association of Maximum Service Telecasters are the 
two most powerful broadcast lobbying groups in 
Washington. They may be the two most powerful lobby 
groups period, even beyond broadcasting. They did not 
arrange this HDTV demonstration in the halls of the 
FCC because they were impressed with better quality 
TV pictures. Space is the only place we could place 
such a system; eating up two or more terrestrial TV 
channel widths for one new HDTV channelis not practi- 
cal in an America which ran out of spectrum space a 
decade ago. 

The Direct Broadcast Service (DBS) we expected to 
see operating by 1990 orsois nowvery unlikely. Simply 
sticking 8 or 16 or 32 cable programming channels up 
there encrypted with S/A B-MAC or Videocipher and 
then running around trying to sell2 foot Ku band dishes 
to American homes is not going to fly. But sticking up 
some quantity of HDTV services, fed by new, special 
programs (already being produced in the 1,125 line for- 
mat) is quite another matter. Just as “high fidelity/stereo 
audio” changed the buying and listening habits of 
America in the 50’s, HDTV (with stereo audio of course) 
is scheduled to change American viewing habits. 

So what is the SBCA(DBSA/SPACE) part in all of this? 
Probably not very much. Who really needs people who 
still favor an old fashioned, bandwidth restricted C band 
technology plus a bunch of early entrants in the DBS 
world if the new HDTV-DBS is going to supersede both 
C band and a form of DBS that never really got off the 
ground? Those forward thinking players in SBCA like 
Hughes and RCA are already down the road to the 
HDTV marker and for them there is no looking back at 
either C band bandwidth restrictions ora DBS that was 
doomed before it ever started. 

The big-big money is coming to the table. Gi’s 
$225,000,000 purchase of certain M/A-Com assets 
this past fall seemed significant at the time. But with 
one VHF television station selling for more than 2.5 
times that amount, we know where the REALLY big 
players in this game are betting their bucks and 
their futures. 
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US NAVY will now attempt launch of FitSatCom F6 space- 
craft late in March, following booster problems with Atlas roc- 
ket which closed down planned launch late in February. 

NSC/ National Satellite Communications preparing exten- 
sive schedule of free technical seminars and sales training 
sessions for 1987. Dealers interested in having seminar ses- 
sions held or in attending should contact Ted Were(518/383- 
2211). During 1986, sessions were held in Clifton Park, NY, 
Newburgh, NY, Orlando, Fl and Pittsfield, NH. 

GOES-H weather satellite was scheduled for launch late 
February using Delta launch vehicle. If successful, ‘H’ will be 
positioned to cover eastern view with present single bird 
moved west to cover Pacific coastal area. GOES program has 
been short a bird for more than a year. 


LULY SPECTRUM ANALYZER, CASE, STRAP 12 VOLT DC ADAPTOR 
USED 30 MIN. REGULAR 995 SELL 475 (704) 524 4040. ASK 
FOR JIM. 


CALL FOR HELP! 1 AM INVOLVED IN LITIGATION WHICH HAS 
PROVED TO BE EMBARRASSING TO ME. MY CASE CAN BE HELP- 
ED CONSIDERABLY BY LOCATING SOME MSE AMPLIFIERS WHICH 
WERE EITHER SOLD OR GIVEN AWAY AS SAMPLES BETWEEN LATE 
1982 AND JULY 1983. THEY ARE ALL OF LOW-GAIN 28/3008 
VARIETY. THE PROBABLY ARE NOT IDENTIFIED WITH THE MSE 
LOGO AND Md1# 2880. SOME MAY HAVE BEEN SOLD THROUGH 
GALAXY ELECTRONICS, PHOENIX, ARIZONA AND INTERSAT OF 
ST. LOUIS, MISSOURI. OTHERS MAY HAVE BEEN SOLD OR 
GIVEN AWAY AS SAMPLES AT VARIOUS TRADE SHOWS INCLUDING 
MINNEAPOLIS OR LAS VEGAS DURING 1983. ANY INFORMATION 
CONCERNING A SALE OR THE RECEIVING OF A SAMPLE WILL BE 
HELPFUL INCLUDING HARDWARE, INVOICES AND CANCELLED 
CHECKS. I NEED INFORMATION FROM DISTRIBUTORS, RETAIL- 
ERS, INSTALLERS OR CONSUMERS.FOR AN LNA WITH PROOF OF 
PURCHASE I WILL EXCHANGE FOR A LATER MODEL, BORROW OR 
PURCHASE THE UNIT. IF YOU HAVE INFORMATION WHICH YOU 
THINK WILL BE HELPFUL PLEASE CONTACT HARRY GOULD, 

1649 EAST HALE STREET, MESA, AZ. 85203. OR CALL 

(602) 964-3850 DAY OR EVENING. 


DEMO DOGE VAN 81 CUSTOM SELF-CONTAINED 6 1/2’ TRAVEL- 
SAT MOTORIZED BUILT-IN TWIN TEKNIKA MONITORS 4 SONY 
MONITERS, STEREO TUNER, STS-SRB SAT REC. CUSTOMERS 
VIEW IN PLUSH CARPETED COMFORT IN CAPTAIN CHAIRS 
$4000.00 (704) 524-4040 ONLY WAY T0 60. 


PARTS/REPAIRS FOR SAGINAW AND VON WEISE DRIVES. 
COMPLETE INVENTORY OF PARTS/ASSEMBLIES. CALL 
(517) 697 3624, 


REPAIRS - RECEIVERS & DOUNCONVERTERS - LNA’s-ACTUATORS 
“ALL BRANDS-24 HR TURNAROUND-$50.00 FLAT RATE-PARTS 
AND LABOR. SATELLITE TV SERVICE CENTER, 200 NEW SALEM 
ROAD, SWANNANDA, NC. 28778. (704) 298 1448. 


CAL AMP 85 DEGREE LNB IF 430 930 MOD CS42095 B-A $40. 
JANES PARKER, 31 WEST MAIN STREET, PARIS, AR. 72855. 


WANTED - USED MICRODYNE SATELLITE TV RECEIVER. GIVE 
MODEL #, CONDITION AND PRICE. J-SQUARE D COMPANY, 
LOT 86 214 WYTHE CREEK ROAD, POQUOSON, VA. 23662. 


WILL SHARE CHIP TECHNOLOGY FOR EXPERIMENTAL PURPOSES. 
MUST BE COMPUTER EXPERT. WILL COME TO YOUR SHOP TO 
TRAIN. FOR MORE INFORMATION CALL :- (619) 245 5854, 


UNITED SATELLITE 
SYSTEMS 


“The Satellite Communication Company” 


SATELLITE RECEIVER SR-3 


' THE SR-3A IS HERE 
Widely recognized for the industry's best video and audio quality 


USS, with it’s unique blend of products and services has been a leader 
since the dawn of the TVRO industry. We were here in the beginning and 
will be here for the future by offering excellent products and services. 


USS has been recognized for our superb antennas which are built to commercial 
standards. The electronics we manufacture have been reviewed by many mag- 


azines and reported to have the best video quality available. 


We all face a great challenge in our industry. It is an evolutionary period which will require 
a new apporoach. USS is ready to meet the challenge with products for the home and 


commercial markets. 
Contact USS for information on home satellite equipmentand commercial satellite 
equipment from Video SCPC to LAN Data Systems. 


“Ready to meet the UNITED 
| SATELLITE as 
SYSTEMS 


challenge of the future” . 
St. Hilaire, MN 56754 Better By Design 


Phone 218-681-5616 800/328-7733 
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butors For: DX, RL Drake, 
Chaparral, Houston Tracker, 
STS, Panasonic, Raydx, Perfect 
10, ADM, Goldstar Electronics. 


© National Satellite Communications 1984 


OIGWa 


We still believe 
promises are golden. 


Toll Free) today for the location of 
the nearest “Authorized NSC Dealer’. 
Through NSC, his promises to you are 


. golden. 


For More Information: 
In New York: 1-518-383-2211 
In Florida: 1-305-851-4738 


CORPORATE OFFICE: 
21" Century Park 
Clifton Park, NY 12065 


FLORIDA OFFICE: 
10779 Satellite Bivd. 
Orlando. FL 32821 


In New York: 1-800-323-3403; Regional: 1-800-323-9486 
(These telephone numbers are for the new Stewart Int'l Airport location) 


